NPUNOXEHUE A
®OHA OLUEHO4YHbLIX MATEPUANOB ANA NMPOMEXYTOYHOM ATTECTAUUNUN
no AUCUUNNTUHE «MHdopmauMoHHaA 6e3onacHOCTb 6a3 gaHHbIX»

1. lMepeyeHb oyeHOYHbIX cpedcme 049 KomnemeHyuli, popmupyemoix 8 pe3ysbmame 0ceoeHus
oucyunnuH.!

N Cnoco6
Kon koHTpO1HpYyeMOii KOMIIETEH T O1eHOYHOE CPEICTBO
OlleHUBAHMS
Komruiekt
[TK-8: Criocoben obecrieunBaTh
KOHTPOJHPYIOIINX
nH(OpPMAITMOHHYIO 0€30TIaCHOCTh YPOBHS 0a3 3auer
MaTEPHAJIOB IS
TAHHBIX
3aueTa

2. OnucaHue nokazamesneili U Kpumepuee OUEHUBAHUA KomnemeHyuli, onucadue wkKan
oyeHusaHus

OueHMBaemble KOMMETEHUMW nNpeacTaBneHbl B pasgene «llepedyeHb NAaHUPYEMbIX
pe3ynbTaToB 06yYeHUs MO ANCUUMNINHE, COOTHECEHHbBIX C MHAMKATOPAMM AOCTUNKEHMUA KOMMNETEHLUIA
» pabouel nporpaMmbl AncunnAnHbI « MHPopMaunoHHan 6e3onacHOCTb 6a3 AaHHbIX».

Mpu oueHMBaHMM CHOPMMPOBAHHOCTU KOMMETEHUMIA MO AucumnavHe «MHPopmaumoHHan
6e3onacHocTb 6a3 AaHHbIX» ucnoab3yerca 100-6annbHas WKana.

Kpurepmnii Ouenka mo 100- Ouenka nmo
0aJUIBHOM IIKAaJIe | TPAAUIMOHHOM IIKaJje
CryneHT ocBOMI M3y4YaeMblii MaTepUal, 25-100 3aumeno

BBITIOJIHACT 3aJaHHUA B COOTBETCTBHUU C
HHAWKATOpaMU JOCTUKCHUA KOMHeTeHHHﬁ,
MOXKCT OOIYCKATh OTACIbHBIC OIIINOKH.

CTyaeHT He OCBOUII OCHOBHOE COZICpKaHUE 0-24 He 3aumeno
M3YYEHHOTO MaTepHalia, 3a/IaHusl B
COOTBETCTBUU C MHANKATOPAMHU
JOCTUKCHUS KOMHCTCHHI/Iﬁ HC BBIITIOJIHCHBI
WJIM BBINIOJHEHBI HEBEPHO.

3. Tunoeblie KOHMPObHbLIE 3a0aHUA UAU UHble mamepuasnsl, Heobxodumole 014 OYyeHKU YPOBHSA
docmuxceHua KomnemeHyuli 8 coomeemcmaeuu ¢ UHOUKamopamu

1.3a0aHuA Ha 8bI60P ABMOMAMU3UPOBAHHO20 CPEOCMBA KOHMPOAA COCMOSAHUA 6a3 OaHHbIX

KomneTteHuua MHAUKaTOP AOCTUIKEHMA KOMNETeHLUU

MK-8 CnocobeH obecneynBaTb MHPOpMaUMoHHYto | MK-8.1 BbibMpaeT aBTOMaTM3MpPOBaHHblE CPeacTBa
6e30nacHOCTb YPOBHA 633 AaHHbIX KOHTPOJIA COCTOAHWUSA 6a3 JaHHbIX




[Ipennaraercs cieayronias 3aaada mpodecCHOHaTbHOM IeATETbHOCTH: Ha CepBEpPE MO/
ynpasiennem OC Debian ycranosien cepsep CYBJ] MySQL 5.7. Ha nem pa3sepHyra 6a3a
naHHbIX example_db, ¢ xpaneHneM gaHHBIX B Tabaumax tuna InnoDB. Hactpoens 3
rolib3oBaresis — root, web_prod, web_dev.

3amanune 1.

BriOpaTh aBTOMAaTU3UPOBAHHOE CPEACTBO KOHTPOJISE COCTOSIHUS YKa3aHHON 0a3bl JaHHBIX JIJ151
obHapykenus SQL-unbekuuii npu 3anpocax co CTOPOHEI cepBepa BeO-MPUIOKEHUS,
MCIOJB3YIOIIEro YKa3aHHYIo 0a3y JaHHbIX

3ananue 2.

BpiOpaTh aBTOMaTH3MPOBAHHOE CPEICTBO KOHTPOJIS COCTOSHUS YKa3aHHOH Oa3bl JaHHBIX T
oOHapy)KeHHs B3aMMHBIX OJJOKHPOBOK IMPH BBLIMOJHEHUH Tpan3akiuid B INN0DB-radauiax

3ananue 3.

BriOpaThs aBTOMaTH3MPOBAHHOE CPEJICTBO KOHTPOJIS COCTOSAHUS YKa3aHHOI 0a3bl IaHHBIX 115
oOHapykeHHs 1 00pabOTKU OINOOK MHOYKECTBEHHBIX COSTUHEHUIN K 0a3e TaHHbIX

2.3a0aHusA Ha ebifsneHue yepo3 beszonacHocmu yposHs 6a3 OaHHbIX

KomneteHuua UHAMKaTOp AOCTUKEHUA KOMNETEHL MU

MK-8 CnocobeH obecneunBatb MHOpMaUNOHHYIO | MK-8.2 BbiaBnseT yrposbl 6€30MacHOCTU Ha ypoBHEe
6e30nacHOCTb YPOBHA 6a3 AaHHbIX 6a3 AaHHbIX

[Ipennaraercs cieayromas 3aaadya npodecCHoHaIBHOHN JICITETHPHOCTH: Ha CEpBEpe Mo
yrpasienuem OC Debian ycranosiien cepsep CYB/ MySQL 5. Ha nem Hactpoens! 3
noJib3oBarens — root, web_prod, web_dev

3ananue 1.

CdopMupoBaTh KOMaHy CKaHepa 6e30MacHOCTH NMAP 1S BBIABICHUSI CISAYIOIIUX YTPO3
0e30MmacHOCTH YKa3aHHOH 0a3bl JaHHBIX: [10JIYYeHHEe CIIUCKA Mosb3oBareiei cepsepa MySQL ¢
nomolibio ataku User enumeration

3ananue 2.

CdopmupoBaTh KOMaHIy CKaHepa 6e30macHOCTH NMapP st BBIABICHUS CIEAYIOIHUX YIPO3

0e30IacHOCTH yKa3aHHOM 0a3bl JaHHBIX: BO3MOKHOCTH 00X0/1a aBTOPU3aLNH C HEMPaBUIIbHBIM
naposiem (CVE-2012-2122)

3agadue 3.

Cdopmuposars komanay cereBoro cuupdepa tCpdump ist BEISIBIICHUS CICAYIOUIMX YTPO3
0e3onacHoctu CYB/I: Hanuyue Bpe10HOCHOTO KO/1a B MTOTOKAX CeTeBbIX JaHHbIX MySQL

3ananue 4.

Cdopmuposars komanay MySQL st BeisiBnenns cieayromux yrpos 6esonacnocta CYB/L:
oOHapykeHUe OOBIYHBIX MOJTh30BATENCH, UMEIOIINX TTOBBIIICHHBIC TTPUBUIICTHH, KOTOPHIC
TIO3BOJIIOT CUMTHIBATE MPOU3BOJILHBIC (aiiibl cepBepa

4. ®alin u/unu BT3 ¢ NOAHLIM KOMIMAEKMOM OUEeHOYHbIX Mamepuanoe npuaazaemcs.







