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1. IlepeyeHb MUIAHMPYEMBIX

pe3yJbTaToB

00y4eHuUs

no AUCHUIIJIMHE,

COOTHECCHHBIX ¢ MHAUKATOPAMHU JOCTHKCHUSA KOMIIETeHIIUI

Komnerenuus Coaep:kanue KOMIeTeHIHH HNuagukatop Coaep:kanue MHAUKATOpPA
Hcnonp3yeT  HOPMATHBHO-TEXHHUYECKYIO
JOKYMEHTAITMIO IS Pa0OTBl C CETEBBIMH
CrocobeH ocymrectsiTs | 1TK-9.1 yM P
yCTpOHCTBaMU u MPOTPaMMHBIM
aIMUHUCTPUPOBAHHE mporiecca
obecrieueHIEM
YIpaBJICHUSA 0e30TaCHOCTBIO
- OcymiecTisieT aJIMUHUCTPUPOBAHHE
CETEBBIX YCTPOHCTB u | [IK-9.2
IPOTPaMMHO-AIIIAPATHBIX CPEJICTB CETH
TK-9 MIPOrPaMMHOTO obecrieueHus,
Bribupaer u ycTaHaBIMBaeT MPOrpaMMHEIC
MPOBOJIUTH PErilaMeHTHbIe PabOThI N
N [1K-9.3 CpeICTBa  3alIUTHl  AJAMUHUCTPHPYEMOM
Ha  CETeBBIX  YCTPOWCTBaX H ce
TH
MIPOrpaMMHOM obecrieyeHnH
o CniocobeH o0ciykuBaTth 00OpYyZOBaHUE B
MH()OKOMMYHHKAIMOHHOH CHCTEMBI
T1K-9.4 COOTBETCTBUH c pEeKOMEHIAUAMU
TPOU3BOJIUTEIIS
VYnpasnser paBamMu JIOCTYyTIa
Criocoben MIPOEKTUPOBATH u P . p Y
a3pabaThIBaTh MPOTPAMMHBIC | TOAB3OBATEICH K TPOTPAMMEI0-
TIK-10 pasp porp I1K-10.4 aImnapaTHbIM cpencTBaM
ammapaTHEIC KOMITOHEHTBI
WH(POPMAITHOHHBIX cIry 0
aBTOMATH3UPOBAHHBIX CHCTEM .
WH(HOKOMMYHHUKAITMOHHON CHCTEMBI

2. MecTo IMCHUIJIMHBI B CTPYKTYpe 00pa30BaTeibHOM MPOrpaMMbl

I[I/ICHHH TIUHBI (HpaKTI/IKI/I), ba3b1 nannbix, MaGOpMaTnka, OnieparimiOHHBIE CUCTEMBI,
NpeANIECTBYIONIHE H3y4EeHNIO Cetn 1 TenEKOMMYHHKALUN

JIUCIIMITIINHBI, pe3yabTaThl

OCBOCHHSI KOTOPBIX HEO0OXOJAMMBI

JUIS OCBOCHHUS JIAaHHOU

JUCIATIIINHBI.

I[I/ICHI/IHJII/IHBI (HpaKTI/IKI/I), JUIs | BhIonHeHue v 3ammra BBITYCKHON KBATHU(UKAITMOHHON
KOTOPBIX Pe3yJbTaThl OCBOeHHMs | PabOThL Ilpennumiomas npakTuka

JIAaHHOU JIMCITATIIINHBI OoynyT

HEOOXOIUMEI, KaK BXOJIHBIC

3HAaHHA, YMCHUA W BJIAJACHUA JI
X M3YUYCHM.

3. O0beM UCHUMILIHMHBI

B 3a4Ye€THLIX ¢€IMHHIOAX ¢ YKa3aHUEM KOJIHYECTBA

aKaJeMHYeCKNX YaCOB, BbIJeJEHHbIX HA KOHTAKTHYI0 padoTy 00y4aromerocs ¢
npenoaaBarejeM (M0 BUAAM Y4eOHBIX 3aHATHI) M1 HA CAMOCTOATEIbHYI0 padoTy

o0y4aroierocst

OO6muit 00BeM TUCHUIUIMHEI B 3.€. /4ac: 6 /216
dopma NpOMEKYTOUHOM aTTecTalu: JK3aMeH

Buabl 3aHsiTHii, MX TPYI10€eMKOCTBH (Yac.) O0beM KOHTAKTHOI
®opma padoThI
0GyueHus Jlexuun JlabopaTopusbie | IlpakTuyeckue CamocrosiTe/bHAS o0y4arouerocs ¢
paboTeI 3aHATHSA pabora npenoaaBaTe/iemM
(uac)
OuHast 32 32 0 152 81




4. Conpep:kaHue JUCHMILUIMHBI, CTPYKTYPHMPOBAaHHOe MO TeMam (pa3gejiam) C
yYKa3aHHeM OTBEJEHHOr0 HAa HMX KOJHYECTBA aKaJeMH4YeCKHX 4acOB M BHI0B
Y4eOHBbIX 3aHATHI

dopma obyueHua: ouHan
Cemecmp: 6

JlekunonHble 3aHATHA (324.)
1. Tema 1. Begenue B aIMMHHCTPUPOBaHKE U 0€30IIACHOCTH CETEBBIX YCTPOICTB
U MPOrPaMMHOI0 ol0ecrnedyeHusi aBTOMATU3MPOBAHHBIX cucrem {0ecema} (24.)[5,7]
OnepallMOHHBIE ~ BO3MOXKHOCTU  BBIYMCIHMTENBHBIX  ceTed.  MymnbTUCepBUCHAsS
(koHBepreHTHas) ceTb. OCHOBHBIE 3aJayMl aJAMHHHUCTpATOpa MpPU MPOSKTUPOBAHUH,
MOCTPOCHUM W CONPOBOXKACHUM  CceTU. Ha3HaueHWe  OCHOBHBIX  CEPBUCOB
BBIYHMCIIUTEIBHBIX CETEH, MX OCOOCHHOCTH peau3alii U UCTIOIb30BaHMUS.
2. Tema 2. Cay:xx0a 1oMeHHbIX UMeH. {0ecena} (24.)[5,7] Cnyxx0a TOMEHHBIX UMEH.
TepmuHONMOTHS M IPUHIUTIEI paboTh. Turbl cepBepoB noMeHHBIX nMeH (Master, Slave,
Cache, Stealth, Root). [Tonsatue 301 — npsimast u oopatHasi. Koudurypuposanue DNS B
Pa3JIMYHBIX CETEBBIX OMEPAIMOHHBIX cucTemax. [Iporokom DNS.
3. Tema 3. Mapumipyrusauusa. AJAMHHUCTPHPOBAHHE IpoLecCa YIPaABJICHUA
0€30MaCHOCTBIO CEeTEeBbIX YCTPOMCTB M NMPOrPaAaMMHOI0 o0ecreYyeHusi, poBeAeHue
perjiaMeHTHBIX padoT Ha ceTeBbIX YCTPOICTBAX M NMPOrPpaMMHOM o0ecneYyeHHH
HHPOKOMMYHHMKAIIMOHHOM  cucrembl  {0ecema}  (44.)[5,7,8] Opranuzanus
B3aUMOJICHCTBUS B II100AJIBHBIX BBIYUCIUTENBHBIX ceTsX. MapmipyTtuzarnus. [lepecbuika
NaKkeToB. MapiupyTu3aTop U IpUHIMUIBL ero pabotsl. MHTEpdeiicsl MapipyTuzaTopa.
Beenenue B Tabmuiyy wmapmpytuzanuu. Directly-Connected cetu. Next-hop wu
BbIXOHOU uHTep(eiic. Cratnueckas mapmpyrtuzaius. [Ipotokonst ARP u RARP.
CyMMHpOBaHUE CTATUYECKUX MaplIIpyTOB. MapuipyT 10 yMOJIYaHHUIO.
4. Tema 4. Ilmnamuyeckass Mapumipyru3zanus. {0ecena} (44.)[5,7,8] dunamuyeckas
MapmpyTtu3anusa. [IpoTokonsl auHamuuecko Mapmpytuzanuu. Knaccudukarms
MPOTOKOJIOB IMHAMUYECKOW MapuIpyTU3aluu. J[MCTaHIHMOHHO-BEKTOPHBIE MPOTOKOJIBI
Mapuipytuzauuu. [TpoTokoiibl MapuipyTu3aluu coctosinus cBsizeil. KiaccoBast u 6e3
KJIACCOBAsi MapUIPyTH3ALIHS.
5. Tema S. IlpuHuMObl JMHAMHYECKOW Mapmpyru3anuu. {Oecema} (44.)[5,7,8]
[TonaTre cXOaUMOCTH MPOTOKOJA MapipyTuzanuu. [IpuHuunsel padoThl TaOIUIIBI
Mapuipytasauud. Jlydmumid wmapmpyT ©W - MeTpuka. PacnpeneneHune  HarpyskH.
AJIMUHUCTpaTUBHAS JTUCTaHIIUS. JIuCTaHIIMOHHO-BEKTOPHBIE IPOTOKOJIbI
nuHamuaeckor mapumpyTtuszanuu RIP, EIGRP. ITporokossl MapmpyTu3anu COCTOSTHUAS
ceszeit OSPF.
6. Tema 6. [louroBas cay:xba {0ecena} (44.)[5,7,8] Opranu3zanusi MOYTOBOM CITYKOBI.
OcHoBHBbIE criocoObl opranu3anuu (on-line, off-line). Cpencrea peanuzanuu mo4ToOBON
CIIy>Obl B Pa3IUYHBIX CETEBBIX OMEpPAlMOHHBIX cucTteMax (sendmail, exim, postfix,
Microsoft Exchange Server). IIpoTokosnsl oOMena nmoutoBsiMu cooOmienusimu (POP,



SMTP, IMAP).

7. Tema 7. Opranuzanuss mouToBoi ciayxo0bl. {0ecema} (44.)[5,7,8] Opranuzanus
CIIy0 DSJIEKTpOHHOTO OOIeHus1 B pexkume on-line. Meccenmkepsl u VolP cepsuc.
Tenexondepennuu. ['pymmbr HOBOCTEH.

8. Tema 8. MHcTa/sIAUMs NPOrpaMMHOIO W ANIAPATHOIO olecnedyeHHs s
HUHPOPMALMOHHBIX W aBTOMATHU3MPOBAHHBIX cucTeM. {0ecexa} (44.)[5,7,8]
NHcTannsuuss TporpaMMHOTO M anmapaTHOTo oOecreueHus i UHPOPMAIMOHHBIX U
ABTOMATH3UPOBAaHHBIX cHUCTeM. [Ipunoxkenus, cepBuchl. HopmaTHBHO-TEXHHUYECKas
JOKYMEHTalusi it paboThl € CETEBBIMU YCTPOMCTBAMH M IPOTPaMMHBIM
obecnieueHueM. Mogenb «kiIHeHT-cepBep». Point-to-Point cetn u npuiioxeHus.
[IpoTtokonbl mpukiagHoro ypoBHs: Web - HTTP (80) u HTTPS (443), IIpoTokoss
daiinmoBoro oomMena — FTP (20, 21) u SMB (445), snexkrponnoit moutel — SMTP (25),
POP (110) u IMAP (143), nucranuuonnoro ynpasnenus — Telnet (23), RDP (3389) u
SSH (22), cucrema nomennbix uMEH — DNS (53), nporokon JUHAMHYECKOMN
koH(purypanuu y3na DHCP (67, 68), npotokonsl ynpasienus — SNMP (161, 162).
®opmar nanaeix HTTP, FTP, SMTP, POPv3, DNS, DHCP u npuHuum ux padoThl.

9. Tema 9. YpoBeHb 3alIMIIEHHBIX COKETOB, MPOTOKOJ SSL. m ero mpumeHeHue.
{0ecema} (44.)[5,7,8] VYpoBeHb 3amMIIEHHBIX COKETOB, MNpPOTOKOA SSL u ero
npumeHenue. [Tpunun padotel npotokosa SSL. AyreHTH(ukanus 1 0OMEH KI0YaMu.
VYnpapnenne mnpaBamu JocTyna nosb3oBarenei. [loutoBas cuctema (MUA, MTA,
MDA). Bunbl koHbepeHIICBs3H (ayar0, BUIEO0), TPUMEPHI OpraHu3alui KOH(EpEeHIIU.
OO0cnyxuBaHue 000pyI0BaHUS B COOTBETCTBUH C PEKOMEHIALIUSIMU TTPOU3BOIUTEIIS.

JlaGopaTopHblie padoTsbl (324.)
1. YcranoBka u axmuHucrpupoBanue cepsepa LDAP. {paGora B majbIX rpynnax}
(44.)[1,2,3,8] M3yuenue HOpPMATHBHO-TEXHMUYECKOW JOKYMEHTAllMM JiS pabOThl ¢
CEeTEBBIMU  YCTpPOWCTBAMM U  NporpaMMHbBIM  oOecrieueHueM. Hactpoiika wu
aAMUHUCTpUpoBaHue cepBepa Ldap.
2. CepBuchbl yaajeHHOro tepMuHaabHOro aocryna (Telnet, rlogin, RDP, SSH).
Opranmszauusa FTP-cepBuca. {paGora B maabix rpymmax; (44.)[1,2,3,8]
[IpakTueckoe OBJIaJICHHE METOJaMU aJMUHUCTPUPOBAHUSI KOMIIBIOTEPHBIX CETEM,
Hactporiku FTP cepBepa. VYmpaBneHune mnpaBamMu JOCTyna IIOJIb30BaTElIEN K
porpaMMHO-aNmapaTHbiM CcpeacTBaM cereil. Pabora ¢ cepBucamMu yJajae€HHOIO
ynpasnenus (Telnet, rlogin, RDP).
3. Ob6ecneuyenue besonacnocTu nporokodia IP ¢ momomnbio cpeacrea IPsec. {padora
B MaJjbIx rpymmax} (44.)[1,2,3,8] Hacrtpolika 3alIUILIEHHOTO COEAUHEHUS MEXKIY
JBYMsI KOMITbIOTEpaMU B CETH ¢ momoiibio [PSec. AaMuHUCTpUpOBaHUE MPOrPAMMHO-
arrapaTHbBIX CPEACTB CETH.
4. OBJ1aeHue HABBIKAMH PadOTHI ¢ NPUKJIAAHOH Kpuntocucremoii PGP. {padora
B Majbix rpymmax} (44.)[1,2,3,8] Mertoauueckue yka3zaHUsi K BBIIOJIHECHUIO
nabopaTopHoil paboThl ¢ ucnonb3zoBanueM PGP: 1. OcymecTButh 3anuiiéHHbIi 0OMeH
MOYTOBBIMH cooOmeHnsiMu. 2. CreHepupoBaTh KIOYEBYI0 mapy. 3. OOMEHSThCA
OTKPBITBIMH KJIIOYaMU ¢ TofrydaresieM. 4. 3amudpoBarh TEKCTOBOE COOOIIEHNE



(pasnuuHbiMH  criocoOamu). 5. 3ammudpoBaTh He TeKCToBbIA (Qaitn. 6. Ilepenats
3amu(poBaHHbIE MaTepHabl  TOJMydYaTelt0 U TMOJIYy4YUTh OT HEro JIpyrue
3amudpoBaHHbIe MaTepuaibl. 7. PacimdpoBarh moaydeHHbIE MAaTEePUATTBI.

5. Cratuueckass mapupytusanusi. IIporokosst ARP u RARP. /lunamunueckasi
mapuipyruzamusi. Ilporokoast RIP, OSPF, BGP. {padora B majbIx rpynmax}
(44.)[1,2,3,8] YkazaHus K BBIIIOJHEHUIO JIAOOPATOPHOU PaAOOTHI:

1. C nomouipto npotokosia ARP cobparb cBeneHus no cerMeHty cetu. 2. Mcnonb3ys
TPU Yy3/1a HMEIOIICICS CEeTH, OCYUIECTBUTh CTAaTUYECKYID MapUIpyTHU3alHio. 3.
Pe3ynbTaThl BBIIIOJHEHMS MPEIBIIYIIEr0 MyHKTa 3aJ0KyMeHTHpoBaTh. 4. HacTpouThb
MapuIpyTH3aLHKIO ¢ TOMOIIb0 Quagga aHaIOTMYHO MTyHKTA 2.

6. AnMuHUCTpUpPOBaHue ceTH cpeacrBamu TexHosoruu Cisco. O0ciy:KuBaHue
000py10BaHHUsI B COOTBETCTBHM € PEKOMEHJAIMSIMHU NMPou3BoAUTENs. {padora B
Majbix rpymmax} (44.)[1,2,3,8] Hacrtpoiika cereBoro o6opynoBanus Cisco ¢
UCIIOJIb30BAaHUEM KOHCOJIbHOTO Kabess, mapuipytuszatopa Cisco 1841, kommbroTepa 1ist
HACTPOWKH MapiipyTuzaTopa, nporpamMmmsl amynaropa i0S GNS3, PuTTY.

7. Hacrtpoiika touku npocryna Cisco Aironet 1200 Series {pabGora B MaJbIX
rpynnax} (44.)[1,2,3,8] IlpuoOperenne HaBbikoB HacTporiku Wi-Fi Touek moctyma
Cisco.

8. IlepcoHaIbHBIH MEKCETEBOM IKPaH. 3alIUTA CETH U COKPbITHE ee TOIMOJOTHH.
Proxy-cepsuc, FireWall. IIpoekTupoBanue u pa3padorka NpOrpaMMHBIX H
annapaTHbIX KOMIIOHEHTOB ABTOMATH3HPOBAHHBIX cHCTeM {padoTa B MaJbIX
rpynnax} (44.)[1,2,3,8] BpiOOop u ycTaHOBKa NpPOrpaMMHBIX CpPEJICTB 3alllUThI
agMuHUCTpupyemoil cetu. Hactpoiika mnpokcu-cepBepa, ¢aepBojiia U OWIUIMHTA
WUuTtepHer Tpaduka B KOPIOPATUBHOM CETH C MOMOIIBI0 MEXKCETEBOIO0 JKpaHa -
Firewall.

CamocrositesibHas padora (1524.)
1. IMoaroroBka K JIEKIIMOHHBIM 3aHATHAM. {C DJJE€MEHTAMH 3JJIEKTPOHHOIO
00y4eHUs U IUCTAHIIMOHHBIX 00pa30BaTeJIbHbIX TeXHOJIOTHiIi} (484.)[5,7,9]
2. IloaroroBKa K TeKylieMy KOHTPOJIIO (BBINMOJHEHHE M 3alIUTA Ja0O0pPaTOPHBIX
padoT {Mcnoib30BaHue 001IeCTBEHHBIX pecypcoB} (684.)[1,2,3,8]
3. IloaroroBka K TNPOMEXKYTOYHOW arTrecTanmun (IK3aMeH). {C 3JeMEeHTaMH
3JIEKTPOHHOI0 OOy4YeHHs W JUCTAHUMOHHBIX O00pPa30BaTeJbHBLIX TEXHOJOTHIi}
(36u.)[1,2,3,4,5,7]

5. IlepedeHb Y4eOHO-METOAUYECKOTO OOeCIEeYEeHUS CAMOCTOSITEJIbHON PadoThl
o0y4yaromuxcs Mo TMCUMILIHHE

Jlia kaxxaoro oOywarouierocsi o0ecnedyeH HWHIUBUAYalIbHBbIH HEOTrpaHUYEHHBIN
JOCTyl K  DJEKTPOHHO-OMONMOTeuHbIM  cucteMaM: Jlanb, YHuBepcuTeTckas
OubnuoTeka OH-TAH, dJeKTpoHHOW Oubmmoreke ANt TY ®w K 2IeKTpOHHOM
nH(OpMaIIMOHHO-00pa30BaTEIBHON Cpeie:



1. Yyryno I'.A., MeTonuueckue yKa3aHHUs IO BBINOJIHEHUIO JIA0OPATOPHBIX
pabot mo muctmiuinHe «CeTn W TeNeKOMMYHHKanun». — bapuaym: M3g-so Antl TY,
2012. — 17c.; Wcrouynuk: »JeKTpoHHash OuOIMOTEKa OOpa3oBaTEIBHBIX PECYpPCOB
AntI'TY. Pex.noctyna http://elib.altstu.ru/eum/download/vsib/tugunov-sit.pdf

2. lllapnaes E.B. Beruucnurensusie cetu. Yuebno-meroanueckoe nocodue/ E.B.
[[TapmaeB; Aunr. roc. TexH. yH — T uM. W.W. IlonzynoBa, - bapnayn: 2015. - 86
c.;McTounuk: snmekrpoHHass OubOamoreka oOpazoBarenbHbBIX pecypcoB ATl TY. Pex.
JOCTyTa http://elib.altstu.ru/eum/download/ivtib/uploads/sharlaev-e-v-ivtiib-
569e03fec1d87.pdf

3. Wlapnaes E.B. AamunuctpupoBaHue rioOaqbHbIX BbIYUCIUTEIBHBIX CETEMH:
YuebHo-meToauueckoe mnocoobue.- bapuayn, AnrI'TY, 2010. -122c. HcrouHuk:
JJIeKTpOHHAs Oubnmnoreka oOpaszoBaTenbHbIX pecypcoB AnTI TY. Pexum pocryna
http://new.elib.altstu.ru/eum/download/vsib/sharlaecv_gvs.pdf (Meroaudeckue yka3aHus
K BBITMIOJIHEHHIO J1a00paTOPHBIX PadoT)

4. Peioun B.B., [1lapnaes E.B. be3omacHOCTh BEIYMCIUTENBHBIX CETEH.
JlaGopaTopHBIi MPAKTUKYM: YIeOHO-METOINYECKOE ITOco0ue; AJIT. TOC. TEXH. YH-T HM.
NU.MN. TlomsynoBa, -  bapmaym: 2017. - 71 c.; Ilpamas  ccbuika:
http://elib.altstu.ru/eum/download/ivtib/RybinSharlacv_BezopVSLP ump.pdf

6. IlepeyeHns y4eOHOM TUTEPATyPbI
6.1. OcHOBHas nUTEpaTypa

5. 3ensuH, A.C. MHpopMallMOHHbBIE U TEIEKOMMYHUKAMOHHBIE CETU: y4eOHOE
nocobue / A.C. 3en3un; MuHucrepctBo o0Opa3oBaHus M Hayku Poccuiickoit
®enepanuu, HoBocuOUPCKUN TOCYAAPCTBEHHbIM TEXHUYECKUM yHUBEPCUTET. -
HoBocubupck: HI'TY, 2011. - 80 c.: Tabiu., cxem. - ISBN 978-5-7782-1601-3; To xe
[Dnektponnsbiii pecypc]. - URL: http://biblioclub.ru/index.php?page=book&1d=228912
(15.05.2019).

6. MaitBona, 3. besomacHocTh cerelt : yuebHoe ocodue : [16+] / 3. MniiBona. —
2-e usn., ucnp. — MockBa : Hammonansubiii OTkpeiTiid Y HUBepeuTeT «MHTYUTY,
2016. — 572 c¢. : cxeM., wi. — Pexum goctyma: mo mnoamucke. — URL:
https://biblioclub.ru/index.php?page=book&id=429035 (mata obpamenwus: 09.03.2023).

7. OCHOBBI aIMUHUCTPUPOBAHUS UH(POPMAILIMOHHBIX CUCTEM : yueOHOE TTOCOOHeE :
[16+] / . O. bo6wianes, A. JI. Mapyxinenko, JI. O. Mapyxnenko [u ap.]. — Mocksa ;
bepnun : dupexkr-Menua, 2021. — 202 c. : ui., Tabi. — Pexum goctyna: 1o noJarnucke. —
URL: https://biblioclub.ru/index.php?page=book&i1d=598955 (mata oOparmieHus:
09.03.2023). — bubnuorp. B kH. — [SBN 978-5-4499-1674-7. — DOI 10.23681/598955.

6.2. JlononHuTeNbHAs IUTEPATYypa

8. IIpockypsikoB, A.B. KoMIBIOTEpHBIE CETHU: OCHOBBI IMOCTPOEHUS
KOMITBIOTEPHBIX CeTe U TelekommyHukarui : [16+] / A.B. IIpockypsikoB. — PocToB-
Ha-Jlony ; Taranpor : FOxwubiil denepanbubiii yaHuBepcuter, 2018. — 202 c. : wi. —
Pexum JIOCTyIIA: 1o MTOJIITHUCKE. — URL:
https://biblioclub.ru/index.php?page=book&id=561238 (mata obpamenus: 23.04.2021).

6



— bubnuorp.: ¢. 195-196. — ISBN 978-5-9275-2792-2. — TekcT : 31€KTPOHHBIN.

9. I'ypuukoBa, A.C. CoctaB u ¢ynkiuu cereBoro odopymoBanuss KKC/ A.C.
I'ypunkoBa. -Mocksa: Jlaboparopust kuuru, 2012. -134 c.: ta6mn., cxem. - ISBN 978-5-
504-00259-0; To xe [DJIeKTpOHHBIA pecypc]. - URL.:
http://biblioclub.ru/index.php?page=book&id=142472

7. Ilepedyenb pecypcoB HHGPOPMALMOHHO-TEJEKOMMYHUKANIMOHHOH  CeTH
«HTepHEeT», HEOOXOAUMBIX JIJISI OCBOEHH S JUCHUILTUHBI

10. HMurtepHer-calT  OTKpbITOro mnporpammHoro obecnedenuss OpenNET
(http://opennet.ru/)

11. Nurepuet-caiit kommanuu Cisco-Poccus (http://www.cisco.ru/)

12. Onepanuonnas cucrema Linux Ubuntu (http://www.ubuntu.com)

13. IIporpaMMHBI NPOAYKT BUPTyaJW3alMU JUIsl  OMNEPALMOHHBIX CHUCTEM
http://www .virtualbox.org)

14. CereBotii ckanep Nmap (http://nmap.org)

15. Ananuzarop cereBoro tpaduka Wireshark (http://www.wireshark.org)

16. I'paduueckuii cumymnstop cetu GNS3 (http:// www.gns3.net)

8. ®oHa OLEHOYHBIX MaTepuajoB A IIPOBCACHUHA TEKYHIECI0 KOHTPOJIA
YCII€EBACMOCTH H HpOMe)l(yTOqHOﬁ arTrecranuun

ConepkaHue  NOPOMEXKYTOYHOM — aTTeCTallMd  pPaCKPbIBAETCA B KOMILJIEKTE
KOHTPOJMPYIOLIUX MATEPUaAIOB, NPEAHA3HAYEHHBIX IS IIPOBEPKU COOTBETCTBUSA
YPOBHSI MOATOTOBKM Mo aucuumuindHe TpedoBanusiM DPI'OC, koTopwie XpaHATCS Ha
kadenape-pazpadborunke PI1J] B meuarnom Bujae u 8 SOC.

®onx  ouneHouHbix MatepuasioB (DGOM) mno gucHMIUIMHE TPEACTaBiIEH B
IPUJIOKEHUH A.

9. Ilepeyenb MHGOPMAIMOHHBIX TEXHOJIOTHIi, HCMOJIb3yeMbIX IIPH OCYLIECTBJIEHUHN
o0pa3oBaTeJbHOr0  Tpolecca MO JAUCHHUILUIAHE, BKJIWYasi IepevyeHb
NMPOrpaMMHOI0 o0ecrnevyeHusi 1 HH(POPMAIHOHHBIX CIIPABOYHBIX CHCTEM

JUisi yCHemHOro OCBOEHHS TUCIMIUIMHBI HUCIOJB3YIOTCS PECYpPChl AJIEKTPOHHONH HH(OPMAIIMOHHO-
o0pa30BaTeNbHOM Cpelbl, 00pa30BaTENbHbIE HMHTEPHET-MOPTAJbl, I100albHas KOMIbIOTEpHAsl CETh
HNuteprner. B mponecce u3ydeHUs AUCLHUIUIMHBI IMPOMCXOAUT HHTEPAKTUBHOE B3aUMOJCICTBUE
o0yyaroIerocs ¢ IpenojaBaTesieM uyepe3 JMUHbIA KaOUHET CTyJIeHTA.

Nenn Hcnoab3yeMoe mporpaMMHoe odecrnedeHue
1 Debian
2 Dia
3 FreeBSD
4 LibreOffice
5 Linux
6 Mozilla Firefox
7 VirtualBox




Nenn Hcnoab3yemoe nporpaMMHoe obecrnieyeHune
8 Windows
9 Windows Server
10 Wine
11 AntuBupyc Kaspersky
12 7-Zip
Nenin Hcnonb3yemblie npodeccnoHaibHbie 0a3bl JAHHBIX M HHPOPMALIMOHHBbIE
CNPABOYHbIE CHCTEMBI
1 becrutathast anekTpoHHas Oubnmoreka oHimaiH "EnuHOoe OKHO K 00pa3oBaTEbHBIM

pecypcam" 1Isl CTYIGHTOB M TIpPETOAaBaTeNel; KaTalor CChUIOK Ha 00pa3oBaTeibHBIE
unTepHeT-pecypesl (http://Window.edu.ru)

2 Hammonanenast anektponHast 6ubmuoreka (HOB) — cBOOOMHBIN MOCTYN YHMTaTENe K
¢donnam poccuiickux Oubmuorek. ComepXUT KOJUIEKIUH OLM(POBAHHBIX JOKYMEHTOB
(KaK OTKPBITOTO JOCTyTa, TaK U OTPAHMYEHHBIX aBTOPCKHM IPABOM), a TAKXKe KaTajior
W3JIaHUH, XpaHsmmxcs B ouonuorekax Poccun. (http://H36.pd/)

10. Onucanue MaTepUaIbHO-TEXHUYECKOI 0a3bl, HEeo0X0xuMon IS
OCylIeCTBJIEHHSI 00PA30BATEJIbHOI0 MPOLECCA MO JUCHUTIIIMHE

HanmMeHoBaHMe cienMAJIbHBIX OMELIEHUI U MOMeIIeHHI 115l CAMOCTOSITE/IbHOI padoThI

yueOHbIe ayTUTOPUH JJIsl IPOBEJCHHs YUeOHbIX 3aHATUN

INOMCIICHUA 1A CaMOCTOSTEIbHOM pa6OTbI

MaTepI/IaJIBHO-TeXHI/I‘ICCKOG oOecrieueHne H OopraHu3salu:Aa O6p330BaT€JIBHOFO
mponecca 1Mo IMCHUINIMHE OJIA MHBAJIMAOB U JIUI C OTPAHUYCHHBIMH BO3MOKXHOCTSIMHU
3A0pPOBbiA OCYHICCTBIICTCA B COOTBETCTBUHU C «ITomoxenuem 00 O6y‘I€HI/II/I HWHBaJINJ0B
" JIUI] C OIPaHUYCHHBIMH BO3MOKXHOCTAMHA 31O0POBBS.




