AHHOTAIIUS K PABOUYEN ITPOI'PAMME JIUCLIUTIJIMHBI
«AIMUHHMCTPUPOBaHME U 0€30MMACHOCTDH CETEBbIX YCTPOMCTB U NPOrPAMMHOI0 o0ecneveHust
ABTOMATU3UPOBAHHBIX CHCTEM»

110 OCHOBHOH NpodecCHoHaNbHOM 00pa30BaTeNbHOM MPOrpaMMe Mo HapaBJICHUIO OATOTOBKU
09.03.01 «MIudopmatuka 1 BEIYUCTUTENbHAS TEXHUKa» (YPOBEHb OakanaBpuaTa)

Hanpagiennoctsb (mpoduib): [IporpaMMHO-TEXHHUECKOE 00ECTICUCHIE aBTOMATH3UPOBAHHBIX CHCTEM

OO0muii 00beM TMCUUIJIMHBI — 6 3.€. (216 yacoB)

®dopma NpoMeKyTOUHOI aTTecTallu — DK3aMeH.

B pesyabTrate O0CBOCHHMSA JUCHHMINVIMHBI Y OO0y4YalOIIUXCA JOLKHBI OBITH C(POPMHPOBAHBI

KOMIIETEHI[UH C COOTBETCTBYHOIIUMHU HHIMKATOPAMH MX J0CTHKEHHS:

- 1IK-9.1: Hcnonp3yeT HOPMAaTUBHO-TEXHUUYECKYIO JIOKYMEHTALMIO i pabdoThl C CETEBBIMU
yCTPOMCTBAMH U IPOTPAMMHBIM 00€CTIEYCHHEM;

- 1IK-9.2: OcymiecTBisieT aAMUHUCTPUPOBAHUE POTPAMMHO-ANNAPaTHBIX CPEICTB CETH;

- [IK-9.3: Bribupaer u ycTaHaBIMBaeT IpOrpaMMHBIE CPEJICTBA 3aLIUThl a]MUHUCTPUPYEMOH CETH;

- TIK-9.4: CnocobGen oOcnoyxuBaTh OO0OpYyJAOBaHHE B COOTBETCTBUM C  PEKOMEHAAMSIMHU
IIPOU3BOIUTEIS;
- TIK-10.4: Yopasnser mpaBamMy JOCTyNHa MOJIb30BAaTENE K MPOrPAMMHO-AIIAPATHBIM CPEICTBAM
MH(POPMALMOHHBIX CITYKO0 HH()OKOMMYHHUKAIIMOHHOM CUCTEMBI,
Coaepxanue TUCHHUILVINHBI:
JucuuiuimHa « AAMUHUCTPUPOBAHKUE U 0€30IACHOCTb CETEBBIX YCTPOMCTB U MIPOrPaAaMMHOI0 00ecIeueHus
aBTOMATH3MPOBAHHBIX CHCTEM» BKIIIOYAET B C€0s1 CIEIyIOIINE Pa3/IeIibl:
®opma o0yueHus ounas. Cemectp 6.
1. Tema 1. BBeieHHe B aAIMMHHCTPUPOBAHHE U 0€30IIACHOCTDH CeTEBbIX YCTPOHCTB U NPOrPAMMHOI0
o0ecrieyeHUsl aBTOMATH3HPOBAHHBIX cucTeM. OnepanroHHbIe BO3MOKHOCTH BBIYHCIUTEIIBHBIX CETEH.
MynbTucepBucHas (KOHBEpreHTHas) ceTb. OCHOBHBIE 3aJjaud aJMUHHUCTPATOpa IMpPH MPOEKTUPOBAHUM,
IIOCTPOCHHH M CONPOBOXICHUM ceTH. Ha3HaueHMEe OCHOBHBIX CEPBHCOB BBIYUCIHTENBHBIX CETEH, HX
0COOEHHOCTH peanu3aliy U UCIIO0JIb30BAHMSL.
2. Tema 2. Cayx6a noMeHHBIX HMeH.. City0a JOMEHHBIX UMEH. TepMHUHOJIOTHS ¥ TIPUHITUIIBI PaOOTHI.
Tunsl cepBepoB momeHHbix uMeH (Master, Slave, Cache, Stealth, Root). [lonsitue 30H — mpsmas u
obpatnas. KondurypupoBanue DNS B pa3andHbIX CETEBBIX ONEpalMOHHBIX cuctemax. [Iporokom DNS..
3. Tema 3. Mapmpyrusanusi. AIMHHHCTPHPOBaHHE IpoLecca YHpPaBJeHHs 0e30MaCHOCTBIO
CeTEeBbIX YCTPOMCTB U NMPOIrPaAaMMHOI0 o0ecneyeHns, IPOBeIeHNEe PErJIaMEeHTHBIX padoT Ha CeTEeBbIX
yCTpoiicTBax M NPOrpaMMHOM o0ecre4eHHH HH(POKOMMYHHMKAIMOHHOM cucTeMbl. OpraHusanus
B3aMMOJICHCTBUSL B TIJIOOANBHBIX BBIUHUCIUTENBHBIX ceTsX. Mapumpyruszanus. [lepecbuika mnakeTos.
MapuipyTtuzatop M OpUHIMIBL ero paboTsl. MHTepdeiicsl MapumipytusaTopa. BBeaenue B Tabmuiy
mapmpytuzauuu. Directly-Connected cetu. Next-hop u BeixonHoil wuHTepdeiic. CraTuueckas
Mapupytuzanud. IIporokonsr ARP n RARP. CymMupoBanue cTaTMuecKuXx MapuipyToB. MapuipyT 1o
YMOJTYaHHUIO..
4. Tema 4. J/Ilunamudyeckass mapmpyruzanms.. [(uHamuueckas wmapmpyTtusanusa. IIpoToxosisl
JUHaMHuYecKol MapmpyTtuzanuu. Kraccuduxamuss MNpPOTOKOJIOB JWHAMUYECKOW MapUIpyTH3aLUH.
JIMCTaHIIMOHHO-BEKTOPHBIE IMPOTOKOJIBI MapmpyTu3auuu. [IpoTokonbl MapHIpyTH3alUud COCTOSHUS
cBs3eit. KimaccoBast n 6e3 kiaccoBasi MapuIpyTH3aIus. .
S. Tema S. IlpuHUMOBI AMHAMHMYECKOH Mapumpyruzanuu.. [loHATHE CXOAMMOCTH IIPOTOKOJIA
Mapipytuzauud. [IpuHnuner pabGoTel Tabnuubl MapuipyTH3auuu. Jlydmuii Mapmpyt U MeTpHKa.
Pacnipenenenue Harpy3ku. AJIMUHUCTPAaTUBHAs JUCTaHUMs. J{MCTaHIIMOHHO-BEKTOPHBIE ITPOTOKOJIBI
nuHamuueckoi mapupytuzanuu RIP, EIGRP. [Iporokosnbsl mapmpyTtusanuu coctosaus casseit OSPF..
6. Tema 6. IlouToBas cayxda. Opranuszaiys MouToBoil ciayx0bl. OCHOBHBIE cIOCOOBI OpraHu3anuy (on-
line, off-line). CpencrBa peanuzanuy NOYTOBOW CITyKObI B pa3JINYHBIX CETEBBIX ONEPALMOHHBIX CHUCTEMAX
(sendmail, exim, postfix, Microsoft Exchange Server). IIpoTokonsl oOMeHa OYTOBBIMU COOOIICHUSIMH
(POP, SMTP, IMAP)..
7. Tema 7. Opranu3anusi NOYTOBOMH CJIYkKObl.. Opranuszanus ciayx 0 3JIeKTPOHHOTO OOILIEHUS B pEKUME
on-line. Meccernmxepsl u VoIP cepsuc. TenexkordepeHnu. ['pyIis HOBOCTEH. .



8. Tema 8. MHcTaMASIIMA NPOrPAMMHOIO M ANNAPATHOrO odecrevyeHHus 1Jsi HHPOPMALUOHHBIX U
aBTOMATH3UPOBAHHBIX CcHCTeM.. MHcTamanus mporpaMMHOrO M ammapaTtHoro oOecrnedeHus Ais
MH(POPMALMOHHBIX 1 aBTOMAaTH3UPOBAHHBIX cucTeM. lIpunoxkenus, cepBucel. HopMaTHBHO-TEXHHUYECKAs
JOKyMEHTalus: Juisi paboThl C CETEBBIMHM YCTPOHCTBAMU M IPOrpaMMHBIM obOecnieueHueM. Mopenb
«kimeHT-cepBep». Point-to-Point cetn u npunosxkenus. [Ipotokonsl npuknagHoro yposus: Web - HTTP
(80) u HTTPS (443), Ilpotoxousl (aitnoBoro oomena — FTP (20, 21) u SMB (445), 31eKTpOHHOMN MOYTHI
— SMTP (25), POP (110) u IMAP (143), nucranimonsoro ynpasienus — Telnet (23), RDP (3389) u SSH
(22), cucrema nomenHbix uMEH — DNS (53), npoTokon nuHamudeckoi koHpurypamnuu yzna DHCP (67,
68), mporokousl ynpasienus — SNMP (161, 162). ®opmat ganueix HTTP, FTP, SMTP, POPv3, DNS,
DHCP u npunimn ux paboTsl..

9. Tema 9. YpoBeHb 3alIMIIEHHBIX COKETOB, NMPOTOKOJ SSL M ero mpumeHeHue.. YpPOBEHb
3alMIIEHHBIX COKeTOB, MpoTokosn SSL u ero mpumenenue. Ilpunuum pabGotsl mportokona SSL.
Aytentudukanus ¥ oOMEH KIOYaMd. YIpaBieHHE INpaBaMH JOCTyna mnoib3oBaTeneil. IlodyroBas
cucrema (MUA, MTA, MDA). Buasl koH}pepeHIUCBA3M (aynno, BHJEO0), MPUMEpbl OpraHU3alHUH
KoH(pepeHmid. OOciTy)kuBaHuE 000PYAOBAaHMSI B COOTBETCTBUHU C PEKOMEHIALIUSIMH ITPOU3BOAUTEIIS. .
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