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1. IlepeyeHb MUIAHMPYEMBIX

pe3yJbTaToB

o0y4yeHUs1 TIO

AMCHMILINHE,

COOTHECCHHBIX ¢ MHAUKATOPAMHU JOCTHKCHUSA KOMIIETeHIIUI

Komnerenuus Coaep:kanue KOMIeTeHIHH HNuagukatop Coaep:kanue MHAUKATOpPA
Hcnonp3yeT  HOPMATHBHO-TEXHHUYECKYIO
JOKYMEHTAITMIO IS Pa0OTBl C CETEBBIMH
CrocobeH ocymrectsiTs | 1TK-9.1 yM P
yCTpOHCTBaMU u MPOTPaMMHBIM
aIMUHUCTPUPOBAHHE mporiecca
obecrieueHIEM
YIpaBJICHUSA 0e30TaCHOCTBIO
- OcymiecTisieT aJIMUHUCTPUPOBAHHE
CETEBBIX YCTPOHCTB u | [IK-9.2
IPOTPaMMHO-AIIIAPATHBIX CPEJICTB CETH
TK-9 MIPOrPaMMHOTO obecrieueHus,
Bribupaer u ycTaHaBIMBaeT MPOrpaMMHEIC
MPOBOJIUTH PErilaMeHTHbIe PabOThI N
N [1K-9.3 CpeICTBa  3alIUTHl  AJAMUHUCTPHPYEMOM
Ha  CETeBBIX  YCTPOWCTBaX H ce
TH
MIPOrpaMMHOM obecrieyeHnH
o CniocobeH o0ciykuBaTth 00OpYyZOBaHUE B
MH()OKOMMYHHKAIMOHHOH CHCTEMBI
T1K-9.4 COOTBETCTBUH c pEeKOMEHIAUAMU
TPOU3BOJIUTEIIS
VYnpasnser paBamMu JIOCTYyTIa
Criocoben MIPOEKTUPOBATH u P . p Y
a3pabaThIBaTh MPOTPAMMHBIC | TOAB3OBATEICH K TPOTPAMMEI0-
TIK-10 pasp porp I1K-10.4 aImnapaTHbIM cpencTBaM
ammapaTHEIC KOMITOHEHTBI
WH(POPMAITHOHHBIX cIry 0
aBTOMATH3UPOBAHHBIX CHCTEM .
WH(HOKOMMYHHUKAITMOHHON CHCTEMBI

2. MecTo IMCHUIJIMHBI B CTPYKTYpe 00pa30BaTeibHOM MPOrpaMMbl

I[I/ICHHH TIUHBI (HpaKTI/IKI/I), ba3b1 nannbix, MaGOpMaTnka, OnieparimiOHHBIE CUCTEMBI,
NpeANIECTBYIONIHE H3y4EeHNIO Cetn 1 TenEKOMMYHHKALUN

JIUCIIMITIINHBI, pe3yabTaThl

OCBOCHHSI KOTOPBIX HEO0OXOJAMMBI

JUIS OCBOCHHUS JIAaHHOU

JUCIATIIINHBI.

I[I/ICHI/IHJII/IHBI (HpaKTI/IKI/I), JUIs | BhIonHeHue v 3ammra BBITYCKHON KBATHU(UKAITMOHHON
KOTOPBIX Pe3yJbTaThl OCBOeHHMs | PabOThL Ilpennumiomas npakTuka

JIAaHHOU JIMCITATIIINHBI OoynyT

HEOOXOIUMEI, KaK BXOJIHBIC

3HAaHHA, YMCHUA W BJIAJACHUA JI
X M3YUYCHM.

3. O0beM UCHUMILIHMHBI

B 3a4Ye€THLIX ¢€IMHHIOAX ¢ YKa3aHUEM KOJIHYECTBA

aKaJeMHYeCKNX YaCOB, BbIJeJEHHbIX HA KOHTAKTHYI0 padoTy 00y4aromerocs ¢
npenoaaBarejeM (M0 BUAAM Y4eOHBIX 3aHATHI) M1 HA CAMOCTOATEIbHYI0 padoTy

o0y4aroierocst

OO6muit 00BeM TUCHUIUIMHEI B 3.€. /4ac: 6 /216
dopma NpOMEKYTOUHOM aTTecTalu: JK3aMeH

Buabl 3aHsiTHii, MX TPYI10€eMKOCTBH (Yac.) O0beM KOHTAKTHOI
®opma padoThI
0GyueHus Jlexuun JlabopaTopusbie | IlpakTuyeckue CamocrosiTe/bHAS o0y4arouerocs ¢
paboTeI 3aHATHSA pabora npenoaaBaTe/iemM
(uac)
3a04yHas 8 16 0 192 31




4. Conpep:kaHue JUCHMILUIMHBI, CTPYKTYPHMPOBAaHHOe MO TeMam (pa3gejiam) C
yYKa3aHHeM OTBEJEHHOr0 HAa HMX KOJHYECTBA aKaJeMH4YeCKHX 4acOB M BHI0B
Y4eOHBbIX 3aHATHI

dopma obyueHua: 3aouHan
Cemecmp: 8

JlekunoHHble 3aHATUA (84.)
1. Tema 1. Begenue B aIMMHHCTPUPOBaHKE U 0€30IIACHOCTH CETEBBIX YCTPOICTB
U MPOrPaMMHOI0 ol0ecrnedyeHusi aBTOMATU3MPOBAHHBIX cucrem {0ecemxa} (14.)[5,7]
OnepallMOHHBIE ~ BO3MOXKHOCTU  BBIYMCIHMTENBHBIX  ceTed.  MymnbTUCepBUCHAsS
(koHBepreHTHas) ceTb. OCHOBHBIE 3aJayMl aJAMHHHUCTpATOpa MpPU MPOSKTUPOBAHUH,
MOCTPOCHUM W CONPOBOXKACHUM  CceTU. Ha3HaueHWe  OCHOBHBIX  CEPBUCOB
BBIYHMCIIUTEIBHBIX CETEH, MX OCOOCHHOCTH peau3alii U UCTIOIb30BaHMUS.
2. Tema 2. Cay:xk6a noMeHHBbIX UMeH. {0eceaa} (0,54.)[S,7] Cinyx6a TOMEHHBIX UMEH.
TepmuHONMOTHS M IPUHIUTIEI paboTh. Turbl cepBepoB noMeHHBIX nMeH (Master, Slave,
Cache, Stealth, Root). [Tonsitue 301 — npsimast u oOpaTHasl.
3. Tema 3. Mapmpyruzauus. AJIMHUHUCTPHUPOBAHHE TMPOLECCAa YNPABJICHUSA
0€30MaCHOCTHI0 CeTEeBBIX YCTPOMCTB M MPOrPAMMHOI0 o0ecreyeHusl, MpoOBedeHue
perjiaMeHTHbhIX padoT Ha CeTeBbIX YCTPOWCTBAX M NMPOrPaMMHOM o0ecneYyeHHH
HHPOKOMMYHHMKAIIMOHHOM  cucrembl  {0ecema}  (14.)[5,7,8] Opranuzanus
B3aUMOJICHCTBUS B II100AJIBHBIX BHIYUCIUTENBHBIX ceTsX. MapmipyTtuzanus. [lepecbuika
NakeToB. MapiupyTu3aTop U IpUHIUIBL ero padotsl. MHTEpdeiicsl MapiipyTuzaTopa.
Brenenue B Tabnuily MapuipyTU3aIUM.
4. Tema 4. Ilnnamuyeckas mapumpyruzanus. {0ecena} (14.)[5,7,8] Hdunamuyeckas
MmapupyTtuzanusa. [IpoTokonsl auHamuuecko Mapipytuzanuu. Knaccudukarms
IIPOTOKOJIOB IMHAMUYECKOW MapuIpyTU3aluu. J[MCTaHIHOHHO-BEKTOPHBIE MPOTOKOJIBI
MapmpyTu3anuu. [IpoTokosbl MapHipyTH3aluu COCTOsSIHUA cBsizeil. KiaccoBas u 6e3
KJIacCOBasi MapUIpyTHU3ALIUS.
5. Tema 5. IlpuHuMnbl JMHAMHYecKOW Mapmpyru3anuu. {Oecema} (14.)[5,7,8]
[ToHsiTHE CXOAMMOCTH MPOTOKOJA Mapmpytuzaruu. [IpuHIUmbl paboThl TAOIUIIBI
MapuIpyTH3aLHH.
6. Tema 6. IlouroBas cay:xba {0ecena} (14.)[5,7,8] Opranu3zanusi MOYTOBOM CITYKOBI.
OcHoBHbIe ciocoObl opranu3anuu (on-line, off-line). Cpencrea peanuzanum no4ToBON
CITY>KOBI B Pa3JIMYHBIX CETEBBIX ONMEPAIIMOHHBIX CUCTEMAaX
7. Tema 7. Opranusanusi nmo4ToBoii ciay:kobl. {0ecema} (14.)[5,7,8] Opranuzanus
CIy>k0 SJEKTpPOHHOTO OO0IIeHUus B pexkume on-line. Meccenmxkepslt u VolIP cepBuc.
Tenexondepenuuu. ['pymbl HOBOCTEH.
8. Tema 8. HUHcTa/siuusi NPOrpaMMHOI0 M aNnmapaTHoro oodecnmeveHus st
UHPOPMAIIMOHHBIX W AaBTOMATHU3MPOBAHHBIX cHucTeM. {Oecexa} (14.)[5,7,8]
WNHcTamsius mporpaMMHOTO M armapaTHOTo oOecrieueHus: Juisi HHPOPMAIMOHHBIX U
aBTOMATU3UPOBaHHBIX cucteM. [Ipunoxenus, cepsucel. HopMaTuBHO-TEXHUUECKAS



JOKyMEHTaIMsi JJis  paboThl C CETeBBIMH YCTPOWCTBAMH M MPOTPAMMHBIM
oOecnieueHreM. MoJienb «KIMEHT-CEPBEP.

9. Tema 9. YpoBeHb 3alIMIIEHHBIX COKETOB, MPOTOKOJ SSL. m ero mpumeHeHue.
{0ecena} (0,54.)[5,7,8] VYpoBeHb 3alUIIEHHBIX COKETOB, MNpPOTOKOA SSL u ero
npumenenue. [lpunnun paboTs! nporokona SSL. AyTeHTudukamus 1 oOMeH KI0YamH.
VYnpapinenue mnpaBamu JocTyna nosb3oBareneil. [loutoBas cuctema (MUA, MTA,
MDA). Bunbl koHbepeH1CBs3U (ayano, BUIEO), TPUMEPHI OpraHu3alud KOH(EPEHIIU.
O6cnyxuBanre 000py1I0BaHUS B COOTBETCTBUU C PEKOMEHAAIUSIMU TPOU3BOAUTEIIS.

JlaGopaTopHblie padoTsbl (164.)
1. YcranoBka u axmuHucrpupoBanue cepsepa LDAP. {paGora B majbIX rpynnax}
(24.)[1,2,3,8] M3yuenue HOPMATHBHO-TEXHMYECKOW JOKYMEHTAllMM JiS pabOThl ¢
CEeTEBBIMU  YCTpPOWCTBAaMM U  NporpaMMHbBIM  oOecrieueHueM. Hactpoiika wu
aAMUHUCTpUpOBaHue cepBepa Ldap.
2. CepBuchl ynajeHHoro repmuHaiabHoro gocrymna (Telnet, rlogin, RDP, SSH).
Opranmszauusa FTP-cepBuca. {paGora B maabix rpymmax; (24.)[1,2,3,8]
[TpakTyeckoe OBIaJACHHE METOJAMH aJIMHHHCTPUPOBAHHUS KOMIIBIOTEPHBIX CETEH,
Hactporiku FTP cepBepa. VYmpasneHune mnpaBamMu JOCTyna IIOJIb30BaTelIen K
IPOrpaMMHO-aIIIapaTHBIM CpeACTBaM ceTeld. Pabora ¢ cepBuUcaMU  yJAIE€HHOIO
ynpasienuns (Telnet, rlogin, RDP).
3. Ob6ecneyenune besonacHocTu nporokodia IP ¢ momomnbio cpeacrea IPsec. {padora
B MaJjbIx rpymmax} (24.)[1,2,3,8] Hacrtpolika 3alIUILIEHHOTO COEAUHEHUS MEXKIY
JIByMsI KOMITBIOTEpAMH B c€TH ¢ nomolplo [PSec. AnmunncTpupoBanue nporpaMMHO-
anmnapaTHbIX CPEJICTB CETH.
4. OB1aieHNe HaBBIKAMU PadoThI ¢ NpuKIaaHOH Kpunrocucremoin PGP {padora B
Majbix rpymmax} (24.)[1,2,3,8] Meroauueckue yKazaHuAd K BBIIIOJHEHHIO
nabopaTopHoil paboThl ¢ ucnonb3zoBanueM PGP: 1. OcymecTButh 3anuiiéHHbIi 0OMeH
NOYTOBBIMU cooOmieHusiMu. 2. CreHepupoBaTh KioueByro mapy. 3. OOMeHSThCS
OTKPBITBIMU KJIIOYaMu ¢ TmoiydareneM. 4. 3amudpoBaTh TEKCTOBOE COOOIIEHUE
(pasnuunbiMH  criocoOamu). 5. 3ammudpoBaTh He TeKCToBbIA (Qaitn. 6. Ilepenars
3amu(poBaHHbIE MaTepHabl  TOMydYaTelt0 U  TOJY4YUTh OT HEro JIpyrue
3amu(poBaHHble MaTepuaibl. 7. PacumdpoBars mosydeHHbIE MaTEPHUATIBL.
5. Craruveckas mapmpyrtusanus. Ilporokoast ARP u RARP. /lunammnueckas
mapupyruszanus. IIporokoast RIP, OSPF, BGP. {paGora B MaabIx rpymmax}
(24.)[1,2,3,8] Yka3zaHus K BBITIOJHEHUIO JIAOOPATOPHOU PaOOTHI:
1. C nmomomipto npotokosia ARP coOparb cBeneHus mo cerMeHty cetu. 2. Mcnonb3ys
TPU y37da UMEIOLIUNACA CEeTH OCYLIECTBUTh CTATHYECKYIO MaplIpyTH3aluuo. 3.
Pe3ynbrarhl BBINONHEHUS MPEABIIYIIEr0 MyHKTa 3aJ0KyMeHTupoBaTh. 4. HacTpouThb
MapuIpyTH3aLHI0 C TOMOIIbI0 Quagga aHAaJTOTHYHO ITyHKTA 2.
6. AnmMuHuUCTpUpOBaHue ceTH cpeacrBamm TexHosgoruu Cisco. O0ciy:KuBanue
000pyI0BaHHUsI B COOTBETCTBHM € PEKOMEHJAIMSIMH NMPoOU3BOAUTENs. {padoTa B
Maabix rpymmax} (24.)[1,2,3,8] Hacrtpoiika cereBoro o6GopynoBanusi Cisco ¢
UCIIOJIb30BAaHUEM KOHCOJIBHOTO Kabens, MapuipyTuzaropa Cisco 1841, kommbroTepa Jist
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HACTPOWKH MapiipyTuzaTopa, nporpamMmmsl smynaropa i0S GNS3, PuTTY.

7. Hacrpoiika Touku aocryma Cisco Aironet 1200 Series {padora B MaJjbIx
rpynnax} (24.)[1,2,3,8] IIpuoOperenne HaBbikOB HacTpoiriku Wi-Fi Touek moctyma
Cisco.

8. IlepcoHanbHBIH MexceTeBOH IKPaH. 3alIMTA CETH U COKPbITHE ee TOIOJIOTHH.
Proxy-cepsuc, FireWall. IIpoekrupoBanue u pa3padorka NpoOrpaMMHBIX H
aNnapaTHbIX KOMIIOHCEHTOB ABTOMATH3MPOBAHHBIX CHCTeM {padoTra B MaJbIX
rpynnax} (24.)[1,2,3,8] BpiOOp u ycTaHOBKa NpPOTrPpaMMHBIX CpPEJICTB 3alllUThI
agMuHUCTpupyemoil cetu. Hactpoiika mnpokcu-cepBepa, ¢aepBojsia U OWIUIMHTA
WUuTtepHer Tpaduka B KOPIOPATUBHOM CETH C IOMOIIBIO MEXKCETEBOIO0 JKpaHa -
Firewall.

CamocrositesibHas padora (1924.)

1. IloaroroBka K JIEKIHOHHBIM 3aHATHSAM. {C 3JIEMEHTAMH 3JJIEKTPOHHOIO
00y4YeHHUs U IMCTAHIMOHHBIX 00pa30BaTeJIbHbIX TeXHoM0THii} (484.)[5,7,9]

2. IloaroroBka K BBINOJHEHUIO JAa0OPATOPHBIX PpadoT. {MCIOJIb30BaHHUE
o01mecTBeHHbIX pecypcoB} (504.)[1,2,3,8]

3. CamocTosiTeqIbHOE M YIJIy0JIeHHOE M3YyYeHHE ACIEKTOB CeTeBO OpraHu3aluM.
Boino/iHeHNe KOHTPOJILHOW PadoThl. {C 3JIeMEHTAMM JJIEKTPOHHOI0 O0yYeHUS WU
AUCTAHIMOHHBIX o0pa3oBaTebHBIX TEXHOJIOTHii}
(684.)[1,2,3.4,5,6,7,8,9,10,11,12,13,14,15,16] Cnyx0a JIOMEHHBIX HMEH:
KondurypupoBanue DNS B pa3nuuHbIX CETEBbIX ONEPALMOHHBIX cucTteMax. [IpoTokon
DNS. MapmpyTtuzaius. AIMUHUCTPUPOBAHUE MPOIIECcCa YIPABICHUST 0€30MaCHOCTHIO
CETEBBIX YCTPONCTB U MPOTrPaMMHOI0 OOECIeUeHuUs, TPOBEJICHUE PErJIAMEHTHBIX padboT
Ha CETEBBIX YCTPOMCTBAX M MPOTPAaMMHOM oOOecreueHHH HH(POKOMMYHHUKAIIMOHHOU
cucrembl: Directly-Connected cetu. Next-hop u BeixonHoi untepdeiic. Crarnueckas
mapuipytuzanus. IIporokosst ARP u  RARP. CymmupoBaHue CTaTHYECKUX
MapuipyToB. MapumpyT 1o  yMondaHuro. JlMHamMuueckas ~— MaplIpyTHU3AIUs:
JIMCTaHIIMOHHO-BEKTOPHBIE MPOTOKOJIBI MapuipyTu3auu. [[poTokoasl MapupyTu3aluuu
cocrossiuust cBsizeil. KiaccoBass m 6e3 kimaccoBasi MapmipyTusanus. [IpuHIATIBL
JAHAMUAYECKOM MapuipyTu3auuu: Jlydmumii MapmpyT W MeTpuka. Pacnpenenenue
Harpy3ku. AJMUHUCTPATHBHAsA AUCTaHUUA. JMCTAaHIMOHHO-BEKTOPHBIE MPOTOKOJIBI
muHamuyeckod Mapuipytusanuu RIP, EIGRP. [IpoTokosbsl MapiipyTH3aluyu COCTOSTHUS
ceazeil OSPF. IlouroBas cmyx06a: CpeactBa peanu3alMd IOYTOBOM CIIyXKObl B
pPa3JIMUHBIX CETEBBIX OMEpaIMOHHBIX cucTtemax (sendmail, exim, postfix, Microsoft
Exchange Server). Ilpotokonsl oOmeHna mnoutoBbiMH cooOmenusimu (POP, SMTP,
IMAP). Opraauzanuss mno4yToBoil cinyxObl: Meccenmkepel U VolP  cepsuc.
Tenexondepenruu. ['pynmbsl HoBocTel. MHCTALIAIMS TPOrpaMMHOTO M amliapaTHOIO
oOecrieuenust yisi MHGOPMAIIMOHHBIX M aBTOMATH3UPOBaHHBIX cucteM: Point-to-Point
cet u npunoxenus. [Iporokonsl npukiaagHoro yposus: Web - HTTP (80) u HTTPS
(443), [Ipotokonsl daitnoBoro oomena — FTP (20, 21) u SMB (445), anekTpoHHOMN
noutsl — SMTP (25), POP (110) u IMAP (143), aucraniuonnoro ynpasieHusi — Telnet
(23), RDP (3389) u SSH (22), cucrema nomennbix uMEH — DNS (53), mpoTokon



nuHamudeckon koHdurypamuu yzna DHCP (67, 68), npotokoinsl yrnpasiaerus — SNMP
(161, 162). ®opmar nannsix HTTP, FTP, SMTP, POPv3, DNS, DHCP u nipusiumn ux
paboThl. YpOBEHD 3alMIIEHHBIX COKETOB, MPOTOKoN SSL u ero nmpumenenwne: [loutoBas
cuctema (MUA, MTA, MDA). Buasl koHbpepeHICBI3U (ayano, BHIIEO), TPUMEPHI
OpraHu3auy KOHPEPECHITHH.

4. IloaroroBka K 3ammure JAa0OpPaTOPHbLIX PadOT M  KOHTPOJBLHOMH
paodorsi.(174.)[1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16]

5. IloaroroBka K TMPOMEXKYTOYHOM arrecTauud (IK3aMeH). {HCIOJIb30BaHHE
o01ecTBeHHbIX pecypcos} (94.)[1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16]

5. IlepeyeHb Y4e0OHO-METOAUYECKOTO OOeCIeYeHUSI CAMOCTOSITEJIbHOW PadoThl
o0y4yaromuxcs 1Mo TMCUUILIHHE

Jnst xaxaoro oOydaromierocss 00ecredyeH HWHAMBUAYaJIbHBIM HEOrpaHU4EeHHbIN
JOCTYIl K  DJIGKTPOHHO-OMONMMOTEYHBIM  cucteMaM: JlaHb, YHHBEpCHUTETCKas
Oubnuoreka OH-NAlH, dJeKTpoHHOW Oubnnoreke ANTI'TY U K 3JIEKTpOHHON
uH(pOpMaIMOHHO-00pa30BaTENbHON Cpeie:

1. YyrynoB I'.A., MeTtonuueckue ykazaHus IO BBIMOJHEHUIO JIA0OPATOPHBIX
pabor no mucumiuinHe «Cetu W TenekoMMyHHKauum». — bapuayn: M3g-so Antl'TY,
2012. — 17c.; Wcrounuk: »3JIeKTpoHHass OuOIMOTEKa 0OOpa3oBaTEIbHBIX PECYpPCOB
AntI'TY. Pex.noctymna http://elib.altstu.ru/eum/download/vsib/tugunov-sit.pdf

2. lllapnaes E.B. BeruncnurenbHbie cetu. Y4ueOHO-MeTomuueckoe nocooue/ E.B.
[[TapnaeB; Antr. roc. TexH. yH — T uMm. WM. Ilon3zynoBa, - bapuayn: 2015. - 86
c.;HcTounuk: snekTpoHHas Oubmmoreka oOpazoBaTenbHBIX pecypcoB AnTl TY. Pex.
JOCTYTIa http://elib.altstu.ru/eum/download/ivtib/uploads/sharlaev-e-v-ivtiib-
569e03fec1d87.pdf

3. Hlapmaes E.B. AamuHuCTpupoBaHuE II00aJbHBIX BBIYUCIUTEIBHBIX CETEM:
YuebHo-meroanueckoe mnocodbue.- bapuayn, Anrl'TY, 2010. -122c. HcrouHuk:
3JIEKTpOHHAs Oubnnoreka oOpaszoBaTenbHbIX pecypcoB AnTI'TY. Pexum pocryna
http://new.elib.altstu.ru/eum/download/vsib/sharlaev_gvs.pdf (Meroauueckue ykazaHus
K BBIMIOJIHEHUIO J1a00paTOPHBIX padboT)

4. Pribun B.B., lllapnaes E.B. bezonacHOCTb BHIYUCIUTENBHBIX CETEM.
JlabopaTopHBIi PaKTUKYM: y4eOHO-METOJUYECKOE OcoOue; AJT. roC. TEXH. YH—T UM.
.. TlomynoBa, -  bapmaym: 2017. - 71 c.; [Ilpsmas  cchUIKa:
http://elib.altstu.ru/eum/download/ivtib/RybinSharlaecv_BezopVSLP_ump.pdf

6. IlepeyeHb y4eOHOM JTUTEPATYPbI

6.1. OcHoBHas nuTeparypa

5. 3ensun, A.C. MHpopManMoHHbIE U TEICKOMMYHHUKAIIMOHHBIE CETU: y4eOHOE
nocooue / A.C. 3ensun; MunucTtepcTBO 00pa3oBaHuss U Hayku Poccuiickoii

®enepanuu, HoBocuOUpCKHN TOCYZAPCTBEHHBIM TEXHUYECKHH yHUBEPCUTET. -

Hoocubupck: HI'TY, 2011. - 80 c.: Tabn., cxem. - ISBN 978-5-7782-1601-3; To xe
[DnexTponnsiil pecypc]. - URL: http://biblioclub.ru/index.php?page=book&id=228912
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(15.05.2019).

6. MaiiBona, 3. besomacHocTh cerelt : yuebHoe mocodue : [16+] / 3. MniiBoma. —
2-e usn., ucnp. — MockBa : Hammonansubiii OTkpeiTeiid Y HUBepeuteT «MHTYUTY,
2016. — 572 c. : cxem.,, uia. — Pexum pgoctyma: mo mnoamucke. — URL:
https://biblioclub.ru/index.php?page=book&id=429035 (mara oopamenus: 09.03.2023).

7. OCHOBBI aIMUHUCTPUPOBAHMS UH(OPMAIITMOHHBIX CUCTEM : YUYEOHOE IMOCOOHUe :
[16+] / . O. bo6wianes, A. JI. Mapyxienko, JI. O. Mapyxuenko [u ap.]. — Mocksa ;
bepnun : upekr-Menua, 2021. — 202 c. : ui., Tabin. — Pexum goctyna: 1o noJarnucKe. —
URL: https://biblioclub.ru/index.php?page=book&id=598955 (mata oOpareHus:
09.03.2023). — bubnuorp. B ka. — ISBN 978-5-4499-1674-7. — DOI 10.23681/598955.

6.2. JlononHuTenbHas IUTEPATypa

8. IlpockypsikoB, A.B. KomnbioTepHble C€TH: OCHOBBI  IOCTPOCHHUS
KOMITBIOTEPHBIX ceTel U TenekoMMmyHukanuii : [16+] / A.B. IlpockypsikoB. — PocToB-
Ha-Jlony ; Taranpor : FOxwubiii denepanbubiii yaHuBepcuter, 2018. — 202 c. : wi. —
Pexum JIOCTyIIA: o MTOJITHUCKE. — URL:
https://biblioclub.ru/index.php?page=book&id=561238 (mata obOpamenus: 23.04.2021).
— bubnuorp.: ¢. 195-196. — ISBN 978-5-9275-2792-2. — TeKCT : 3JIEKTPOHHBIH.

9. TI'ypunxoBa, A.C. CocraB u ¢yHkuuu cereBoro obopynoanmst KKC/ A.C.
I'ypunkoBa. -Mocksa: Jlaboparopust kauru, 2012. -134 c.: tabn., cxem. - ISBN 978-5-
504-00259-0; To xKe [DJIEKTPOHHBIN pecypc]. - URL.:
http://biblioclub.ru/index.php?page=book&i1d=142472

7. IlepeyeHb pecypcoB HMH(POPMALMOHHO-TEJICKOMMYHMKANMOHHOM  CEeTH
«/HTEpHET», HEOOXOAMMBIX J1JI1 OCBOCHUS TUCHHUIIIMHBI

10. HWHTepHeT-caiT  OTKpbITOro  mporpammHoro  obecnedueHuss OpenNET
(http://opennet.ru/)

11. UnTepuer-caiit komnanuu Cisco-Poccus (http:// www.cisco.ru/)

12. Onepanmonnas cucrema Linux Ubuntu (http://www.ubuntu.com)

13. IIporpaMMHBI}i NPOAYKT BUPTyaJW3alUH JUIsI  OMEPAMOHHBIX CHUCTEM
http://www .virtualbox.org)

14. CereBoti ckanep Nmap (http://nmap.org)

15. Ananu3zatop cereBoro Tpaduka Wireshark (http://www.wireshark.org)

16. I'papuueckuii cumymnsarop cetu GNS3 (http://www.gns3.net)

8. ®oHa OIEHOYHBIX MAaTepuajoB /Uil TMPOBeleHUs] TEeKYyIlero KOHTPOJS
yCIIEBA€MOCTH M MPOMEKYTOUYHOM aTTecTAlnu

ConepxaHue  MOPOMEXKYTOUHOM — aTTeCTallMd  pPAaCKPBIBAETCA B KOMILIEKTE
KOHTPOJIMPYIOIINX MAaTEpUaJIOB, MPEAHA3HAUYCHHBIX ISl TMPOBEPKU COOTBETCTBUS
YPOBHSI MOATOTOBKUA MO jucuuiuinHe tpedoBaHusiMm DI'OC, koTopble XpaHATCA Ha
kadeape-pazpadborunke PI1J] B meuarnom Buae u 8 DOC.

®oHJ o1ieHOYHBIX MaTepuanoB (POM) o TUCHUITITUHE TIPE/ICTABIICH B



NPUIOKEHUH A.

9. IlepeyeHb MH(POPMANUOHHBIX TEXHOJIOTHiA, HCIOJIb3yEeMbIX MPH OCYIIECTBJICHUHU
o0pa3oBaTeJIbHOI0  mpolecca MO0 JUCHMIUVIAHE, BKJIKYasg  IMepevYeHb
NMPOrpaMMHOI0 odecrneyeHusi U MH(POPMAINUOHHBIX CIIPABOYHBIX CHCTEM

Jlis yCHemHoro OCBOEHHUS AMCLUUIUIMHBI HCHOJB3YIOTCS PECYpChl 3JIEKTPOHHON HHPOPMAIMOHHO-
o0pa3oBaTeNbHON Ccpebl, 00pa30BaTENIbHbIE WHTEPHET-NOPTANbI, INI00AJbHAs KOMIBIOTEPHAs CETh
Hurteprer. B mnponecce n3ydeHMs IUCUUILUIMHBI INPOMCXOIUT HHTEPAKTUBHOE B3aHMOJEHCTBHE
o0yyaroIerocs ¢ mpenojaBaTesieM yepe3 JMUHbIA KaOUHET CTYyIeHTA.

Nenn Hcnoab3yeMoe nporpaMmmHoe odecrnevyeHme

1 LibreOffice

Cisco Packet Tracer

Debian

Windows

Dia

Antusupyc Kaspersky

FreeBSD

Linux

VirtualBox

Mozilla Firefox

O Q[N (W W (N |—

Windows Server

Wine

—_ | —_
QI | —

7-Zip

0 Hcnonb3yemblie npodeccnoHaibHbie 0a3bl JAHHBIX M HHPOPMALIMOHHbIE
CNPABOYHbIE CHCTEMBI

z
=
=

1 becrutathast anekTponHas Oubnmoreka oHiaiiH "EnuHOoe OKHO K 00pa3oBaTEIbHBIM
pecypcam" ISl CTYIGHTOB M TIpETOAaBaTeNell; KaTalor CChUIOK Ha 00pa3oBaTeIbHBIE
unTepHeT-pecypesl (http://Window.edu.ru)

2 HanmonaneHast anekrponHast oubnmuorexka (HOB) — cBOOOMHBIN MOCTYN YHMTATENCH K
¢donmam poccuiickux Oubmuorek. CoaepKUT KOJUIEKIUH OLM(POBAHHBIX JOKYMEHTOB
(KaK OTKPBITOTO JOCTyTa, TAK U OTPAHMYCHHBIX aBTOPCKHM IIPABOM), a TAKXKE KaTajior
W3JIaHu|, XpaHsmmxcs B Oubnnorekax Poccun. (http://H36.pd/)

10. Onucanue MaTepUaIbHO-TEXHHUYECKOI 0a3bl, HEe00X0xuMoi IS
OCylIeCTBJIEHHSI 00PAa30BATEJIbHOI0 MPOLECCA MO JUCHUTLIIMHE

HanmMeHoBaHMe cllenMAJIbHBIX OMEIIEHUI U MOMeNIeHHI 1715l CAMOCTOSITE/IbHOI padoThI

yueOHbIe ayIMTOPUH JJIsl IPOBEJCHHs YUeOHbIX 3aHATUN

INMOMCIICHUA 1A CaMOCTOSTEIbHOM pa6OTBI

MaTepI/IaJIBHO-TGXHI/I‘IGCKOC oOecrieueHnEe M OopraHu3aluAa O6p330BaT€JIBHOFO
mponecca 1Mo IMCHUINIMHE OJIA UHBAJIMAOB U JIMI] C OT'PAHUYCHHBIMH BO3MOKXHOCTSIMHU
3A0pOBbA OCYHICCTBIICTCA B COOTBECTCTBUU C «ITomoxenuem 00 O6y‘I€HI/II/I HMHBaJINJ0B
" JIUI] C OI'PaHUYCHHBIMH BO3MOKXHOCTAMHA 310POBB.







