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2. MecTO IMCHMILTUHBI B CTPYKTYpe 00pa3oBaTeibHOH MPOrpaMMbl

JMCIUIIINHEI (HpaKTHKI/I), BrruucnourenpHas Texnuka, Madopmaruka,
TIpeIIIECTBYOIIHE M3YYCHUIO Onepanuonusie cuctemsl, [IporpammupoBanue
JOUCIIUILINHEI, pe3ynabTaThl

OCBOCHHA KOTOPHBIX H€O6XO,Z[I/IMI>I
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3. O0beM IUCHUILIMHBI

B 3a4Y€THBIX C¢IMHHOAX ¢ YKazaHUEM KoOJIHYECTBaA

aKaJeMHYeCKHX YaCOB, BbIJICJEHHbIX HA KOHTAKTHYI0 padoTy 00y4aroumerocs ¢
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OOmwmit 00bEM TUCHUIUINHEI B 3.€. /yac: 4 / 144
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4. CoaepkaHue IMCHUILVIMHBI, CTPYKTYPHUPOBaHHOE MO TeMaM (pa3gejam) ¢
yYKa3aHHeM OTBEJeHHOT0 HAa HUX KOJHYECTBA aKaJeMHYeCKMX 4YacOB M BHUIO0B
Y4eOHBbIX 3aHATHH

dopma 0byueHus: ouHan
Cemecmp: 5

JleknmuoHHbIe 3aHATUA (324.)
1. O0mue cBegeHusi 0 cerax M cucremax nepenaum uHpopmanuu. (Kiouesbie
acmekTbl - 3aJa4d  NPOQeCCHOHAJIBLHOM  JeiITEILHOCTH HA  OCHOBeE
uHpopMauMoHHO u  OuOaMorpaguyeckoil  KyJbTypbl € INpPHMEHEHHEM
HUHPOPMALMOHHO-KOMMYHUKALIMOHHBIX  TEXHOJOTHI € Y4eTOM OCHOBHBIX
TpeOoBaHui UHGOpPMALIMOHHOM Oe3omacHocTH) {0ecena} (44.)[5,6] Xapakrepuctuku
cereil. OmnepanMoHHbIE BO3MOXHOCTU cered. Krnaccupukanus uHOOpMaMOHHO-
BBIYUCIIUTENBHBIX CceTe (10 Ha3HAYEHUIO, IO TEPPUTOPUATBLHOMY MPHUHIUITY, IO
CETEBBbIM ONEPALMOHHBIM CHCTEMaM, IO THUIy CpEIbl Iepeladyd JaHHBIX, MO
(GYyHKIHOHATBHOMY HAa3HAYEHHIO, 10 CKOPOCTH NEpelayd JaHHBIX, [0 THUITy CETEBOM
TOTIOJIOTUU, 10 HEOOXOAMMOCTH TOJIJEPKaHUsI TIOCTOSHHOTO coenuHeHust). CrocoObl
KOMMYyTaIuu (KOMMyTaIusi KaHaJIOB, KOMMYTallUs MaKeTOB, KOMMYTAIUsl COOOIIEHUH,
KOMMYyTalus siueek). OJTHOPAHTOBBIE CETH U CETH C APXUTEKTYPOUl «KIHEHT-CEPBEPH.
DnemMeHTHl ceTu (cooOIeHre, YCTPOMCTBO, Cpena Tepenayd, CEpBHUC, IPABUIIO).
MynbsTrCcepBHUCHAs C€Th (KOHBEPIE€HTHAS ).
2. lIpyHUUNBI MOCTPOCHUS TEJEKOMMYHHMKAIMOHHBIX ceTell. (KiiroueBbie acneKkTsbI
- 32724 NPO(eCcCHOHAIBHON JeSITeJIbHOCTH HAa OCHOBe HH(MOPMALMOHHOH U
oubmorpadguueckoi KYJbTYPbI c NnpUMeHeHHEeM HH(GOPMALIMOHHO-
KOMMYHUKAIMOHHBIX  TEXHOJIOTHIA €  Y4e€TOM  OCHOBHBIX TpeOOBaHUM
uHopMmanuoHHoii Oe3onacHocTu) {O0ecema} (24.)[S,6] Tema 1. O6G30p >TaIOHHOMN
mozenu OSI. YpoBuu (pusznueckuid, kaHaJbHBIN, CETEBOM, TPAHCTIOPTHBIN, CEAHCOBBIH,
npeACTaBiIeHUs], TPUKIaIHON) U uX (yHKiuU, Omoku gaHHbIX (PDU), mpoTokossl,
untepdeiicel. Tema 2. Mepapxus nmpoTOKOJIOB B pa3iudHbIX cTekax. CraHgapTHbIE
CTEKH KOMMYHHKAIIUOHHBIX IIPOTOKOJIOB (OSI, TCP/IP, I[PX/SPX
Novell, NetBIOS/SMB).
3. ®usnueckmii ypoBeHb. (Kommyramuss anmapatHoro ooOecmedyeHusi M
HHCTAJIINUS NPOrPaMMHOI0 o0ecrmeyeHUusi, B TOM 4YuCIe M KOHpUrypauus, B
cocTaBe HMH(POPMALMOHHBIX W ABTOMATHU3HPOBAHHBIX cucTeM) {0ecena}
(44.)[5,6,10] Tema 1. Cpena nepenaur. KoMIOHEHTHI CETU: KOHEUHOE 00OpYOBaHUE
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(kommbIOTEp, HOYTOYK, cepBep, cereBoii mpuHTep, IP-xamepa, VolP Tenedon,
MobuibHOE ycTpoiictBo — PDA), mpomexyrounoe oOopynoanue (hub, switch,
OecrpoBOJHAsT TOYKa JOCTymna, MapuipyTusarop, firewall, mmo3, momem), cpena
nepenayn JaHHBIX (Meab, ONTHKa, Bo3myX). Texnonormu FrameRelay, ATM, SDH.
CoBpeMeHHBIE TEHJCHIMM pPa3BUTUSL ceTell TeiaekoMMmyHukanuu. NGN - cetu
cienyrolero nokojeHuss. Tema 2. AKTUBHOE ceTeBoe o0opyaoBanue. Knaccudukamms
obopynoBaHusi ceTH (aKTUBHOE, TNaccuBHoe). Tema 3. Moaynsuus CUTHAJIOB.
AHaJIOTOBBIE KaHaibl mepenaun AaHHbIX. Crocoosl monayisiuuu (AM, UM, OM).
[Mudposbie kaHanbl nepeaun gaHHbIX. CrnocoOsl Manumyssinuu (ASK, FSK, PSK,
QASK). Mogewmsl (Dial-up — kommytupyemsie, ISDN, DSL, ontuueckue, kabelbHbIE,
paauo, cotoBble, cnyTHukoBble, PLC). Tunel MojemMoB (BHYTpEHHUE/BHEIIHUE,
porpaMMHbIe/anmnapaTHeie/IporpaMmmHo-anmnapatueie).  Tema 4.  KomupoBanue
curHasioB. Bujpl kaHanoB mepenayu JaHHBIX (CMHXPOHHbIE, aCHHXPOHHBIE). CriocoObl
OpraHu3allid TMepeJayd JaHHbIX MEXKJy YCTpOMCTBaMU CceTH (mapajuiesbHas,
nocienoBaTenbHas). Meroapl  coelMHEHUs  (CHUMIUIEKCHOE,  MOJYyAYIJIEKCHOE,
JTYTIJIEKCHOE).

4. Kanaabublii ypoBenb. (KommyTamusi anmapaTtHoro oo0ecnme4yeHusi o
HHCTAJIIIUS NPOrpPaMMHOI0 ofecrmeyeHusi, B TOM 4YucjJIe M KoHpUrypauus, B
cocTaBe HMH(MOPMANMOHHBLIX W ABTOMATH3HPOBAHHBIX cucTeM) {0ecena}
(44.)[5,6,10] Tema 1. I'pynna cranmaproB IEEE 802. Pa3HoBHIHOCTH M (opMaThbl
¢peitmoB Ethernet (Ethernet-1I, IEEE 802.3 — Novell, IEEE 802.2 LLC/SNAP, dpeiim
Wireless). Hasnauenue monedt  ¢peiima  Ethernet-1I.  Pa3genenue  kananos
(MynbpTUIUIEKCHpOBaHUE). Buabl MynbTUILIEKCUPOBAHUS (C pa3feleHrueM 10 4YacToTe —
FDM, ¢ pasznenennem no BpemeHu — TDM, ¢ pazaeneHueM 1o jajiuHe BOJHBI - WDM).
Meroasl noctyna k cpene nepegaun gaHHeix (CSMA, TPMA, TDMA, FDMA,
CDMA). TlonypoBuu xkanaisHOoro ypoBHs (LLC, MAC). Tema 2. Texuonorus
Ethernet.  Tunwst Ethernet (10BASE-2, 10BASE-5, 10BASE-T, 100BASE-T,
100BASE-TX, 100BASE-FX, 1000BASE-T, 1000BASE-TX, 1000BASE-SX,
1000BASE-LX, 10GBASE-T, 10GBASE-CX4, 10GBASE-LX4). Tema 3. Cetu c
MapkepHbIM JTocTynoM. l[lonstue mukancynsuuu. [IpoTOKOIBI BBIIECTOSAIIETO YPOBHS
uakancynupytomue B Ethernet-petim. Anpecaruss Ha kanaasHOM ypoBHE (MAC-
anpec, Ethernet — Unicast, Multicast u Broadcast). Tema 4. Texnomoruss 100VG-
AnyLAN. Tema 5. TexHomorum JAoCTynma ¢ BHPTyaJIbHbIMHM KAHAJIAMM.
Knaccudukanus xkommytatopoB (L2/L3, ynpasnsemsie/Heynpanisemsbie). [IpuHimn
pabotel kommyTaTtopa L2 (switch), otnuune ot konuentparopa (hub). IIporokon ARP.
BupryaneHble JoKanbHblEe BbluMcauTenbHble ceTH — VLAN. Tema 6. Texnonorum
peruoHanbHbIX ceTed. Tema 7. TexHonorum 6€CIpPOBOIHOIO AOCTyIA. becrnpoBogHbIe
cetu (Wi-Fi, WiMAX, LTE, Bluetooth, ZigBee, cnyTHHUKOBBIE KaHajbl, COTOBBIC
cucremsl cBs3m - 1G, 2G, 3G — AMPS, CDMA, GSM, UMPS).

5. CerteBoii ypoBeHb. IIpoTokoJibl ceTeBoro ypopus. {0ecena} (44.)[5,6,10] Tema 1.
[Ipotokos IPv4. ®opmatsl naketoB IPv4, HazHaueHue nosieil makeToB. AJpecaius Ha
cereBoM ypoBHe (IP-aapec, aapec ceTu, Mmacka cetn, broadcast, moacern). KinaccoBreie n
0e3 kiaccoBbie ceTH, neieHue Ha monacetu, VLSM. CereBas apudpmeruka. Tema 2.
[Ipotokon IPv6. @opmatsl naketoB IPv6, HazHaueHue nosiei makeroB. Tema 3.



Hpyrue npotokosbl MmexcereBoro ypoBHs creka TCP/IP. Ilporokon ICMP, IPX.
@opmarsl naketoB ICMP, HazHaueHue nosed makeroB. [IpOTOKOJBI BBIIECTOSIIETO
ypoBHsl uHKancyinupytoumue B [P-maker. Tema 4. Mapumpyrtuzanus. Tumnbsl JTuHHNA
KOMMYyHUKanuii — cxembl Maprpytusamnun (Unicast, Broadcast, Multicast). AnroputMst
MaplIpyTHU3aluN (cratnueckas, JUHAMHUYECKas). Bunn MapuIpyTH3aluu
(mporpamMMHasi, anmaparHas). TaOnuua MapmpyTHM3alMM W Ha3HAueHHE €€ IMoJei,
MapupyT IO YMOJYaHHIO. MapipyTtu3aTtop HOpUHIMIO €ero padotsl. I[IpoToxoiibr
mapuipytuzanuu (RIP, OSPF, BGP, IGRP). Tema 5. KommyTaiiusi nakeToB 1o MeTKam
(MPLS) KopnopartuBnbsie cetu.l!Opranuzanus KOprnopaTUBHbIX ceTeil. CTpykTypa u
UH(OPMAIIMOHHBIE YCIIYTH TEPPUTOPUATBHBIX CETEH.

6. Tpancnoptubiii ypoBenb Moaeau ISO/OSI. {0ecema} (44.)[5,6,10] Tema 1.
OcHOBHasi KOHUEMLHS TPOTOKOJIOB TPAHCIOPTHOTO YpoBHS. (CerMeHTHpPOBaHHUE.
®opmarsl cermeHToB. Tema 2. IIporokon UDP. ®opmatel cermentoB UDP. Tewma 3.
[Tporokonsr TCP. ®opmartel cermentoB TCP. Ilpuninun pabGotsl mporokona TCP:
YCTAaHOBKAa COEMHEHHs], TIepeaadya JaHHbIX, 3aBEpIICHUE COeAUHEHUs. PerynupoBanue
Tpaduka.

Tema 4. IIpotoxon SCTP. Tema 5. IIporokon DCCP. IIpoTOKOJBI BBIIIECTOSIIETO
ypoBHs uHKancyiaupyromme B TCP u UDP-cermentsl. Angpecanusi Ha TpaHCIIOPTHOM
ypoBHE — nopThl U ux HazHauenue (0 — 1023, 1024 — 49151, 49152 - 65535). [lousarue
socket.

7. CecCHOHHBIH, MpeACTABJICHUS, NPUKJIAAHON ypoBHU Moaean ISO/OSI. {0ecena}
(44.)[5,6,10] Tema 1. [IporpammHoe obOecrieueHrEe MPUKIIATHOTO YPOBHS (TIPUIIOKEHHUS,
cepBuchl). Mogenb «kiueHT-cepBep». Point-to-Point cetn u npunoxenus. Tema 2.
[IpoTokonsl mpukiagHoro ypoBus: Web - HTTP (80) u HTTPS (443), IIpoTokoss
daiinoBoro oomena — FTP (20, 21) u SMB (445), snextponnoit moutrsl — SMTP (25),
POP (110) u IMAP (143), nucranuuonnoro ynpasnenus — Telnet (23), RDP (3389) u
SSH (22), cuctema npomenHsix uMéH — DNS (53), nporokon auHamMu4ecKon
koH(purypanuu y3ma DHCP (67, 68), npotokonsl ynpasienus — SNMP (161, 162).
Tema 3. @opmat nanasix HTTP, FTP, SMTP, POPv3, DNS, DHCP u npunmumn ux
pabotel. Tema 4. YpoBeHb 3aUIIEHHBIX COKeTOB. I[IpoTtokon SSL u ero npuMeHeHue.
[Mpuammn pabotel npotokona SSL. Ayrentudukanus u oOMeH kmodamu. [louroBas
cuctema (MUA, MTA, MDA). Buasl koH(pepeHICBA3H (ayauo, BHIEO0), TPHUMEPHI
opranmuzanuu koHpepenuuii. Tema 5. Web-texnonoruu. [ | SI3piku U cpesicTBa CO3aHUS
Web-npunoxenuit (HTML, DHTML, CSS, JavaScript, CGI, PHP, Perl, XML, ASP,
AJAX, CMS/CMF, SEO). Web-ceppucel (XML, SOAP, WSDL, UDDI). Anroputmsi
cKaTus JaHHBIX (C)kaTthe 0e3 MoTeph, CKATHE C MOTEPSMU — ayJno, rpaduka, BUIEO,
TEKCT, MHOTOLIETIEBOE).

8. ObGecneyenne nmHpopmanuonHoii 0ezonacHoctu cereil (KiioueBble acmekTsbl -
3aJa44  NPO(PecCHOHAIBHON AeATeJIbHOCTH HAa OCHOBe HWH(POPMALMOHHOH U
oudamorpadguveckoi KYJbTYPbI c NMpUMeHeHHeM UH(POPMALIMOHHO-
KOMMYHHMKAIIMOHHBIX  TEXHOJOTH €  Y4eTOM  OCHOBHBIX  TpeOOBaHMU
uHpopManmoHHOH Oe3omacHocTH). {0ecena} (44.)[5,6,7,8,9] Tema 1. OOmue
cBegeHust 00 nHopmarronHoi OezonacHocTH. OCHOBBI ceTeBOM Oe3omacHOCTH. Tema
2. MexcereBble 3kpanbl (firewalls 1 Windows, iptables/ipfw nns Linux/Unix).



AHTHBUpYCHOE TporpaMMHoe obOecrieuenrne mig Windows u Linux. Opranuzanuys
noctyna B ceTb VHTepHET i [OMAallHUX KOMIBIOTEPOB M B OpraHU3AIMSIX.
Texnonorus NAT. Proxy-cepsepa. Tema 3. Crnucku goctyna. PaGouune rpymmbl u
nomensl. Kontpomnepsr momenoB, LDAP (Windows Active Directory, Novell
eDirectory, 389 Directory Server).

9. OcHOBBI BHPTYAJTU3AIMN U NMPUHIUIBI OPraHU3ANUH BUPTYAJbHBIX YaCTHBIX
ceTeil. {c DJJIeMeHTAMH ?JJIEKTPOHHOI0 OOY4YeHHUS] M  JUCTAHIHMOHHBIX
oOpa3oBareJIbHBIX TexHoJoruii} (24.)[5,6,7,8,9] Tema 1. BupryanbHbie TOKaIbHBIE
cetu. Bupryanensle yactHble cetn - VPN. Tema 2. Bupryanuzauus. | 'nnepBu3opsl
(Microsoft Hyper-V, VMware ESX, VirtualBOX). Texnosoruu pacnpeaei€éHHbIX
BbrurciieHuid. OOsaunbie Bbluucienus. Kmacrepel. Tema 3. JluarHoctuka cerei
(mporpaMMHbIe,  ammapaTHble W  MOPOrpaMMHO-aNMapaTHblie  KOMIUIEKCH IS
TECTUPOBAHUS U COMPOBOXKICHUS CETEH, N3YyUEHUE JOKYMEHTAIIHNH).

JlabopaTopHblie padoTsl (324.)
1. YcraHoBKa ceTeBBIX ONEPALMOHHBIX CHCTEM H KOH(UIypHMpOBaHHE CETeBBIX
uHTepdeiico. KondurypupoBanue o01mero aocryna K CceTeBbIM pecypcam.
(MHcTanasuus MPOrpaMMHOIO U anmnapaTHoro o0ecrieyeHust  AJs
UHGPOPMALMOHHBIX U ABTOMATU3UPOBAHHBIX cucTeM) {padoTa B MaJbIX rpynmax}
(44.)[1,2,9] Lenu wu 3agaun palOOThI:  -HAYUYUTHCS YCTaHABIMBAaTh CETEBbHIC
ONEpalMOHHbIC; -HAYYUTHCS YCTAHABIMBATH MPOrPAMMHOE 00ECIIEUEHHUE B PA3TUYHBIX
OC; -HayuuThCs YCTaHaBIMBATh OOHOBIEHUs cHUCTeMbl Ha paznuudsle OC; -
HAyYWUTbCS yCTaHABIMBAaTh AHTUBHUPYCHOE IMporpammHoe obOecneuenne OC; -
HAy4uTbcsl 0a30BOMY KOH(MUTYpUPOBAHUIO BCTPOCHHOIO ceTeBoro skpaHa OC; -
U3yuuTh cereBble uHTEep(deiichl paznuyHbix OC;  -U3y4yuTh BO3MOXKHOCTH T10
KOH(UTYpUPOBAaHUIO CceTeBbIX uHTepdeicoB p3nuyHbix OC;  -U3y4YUTh OCHOBBI
bu3nyueckoil M JIOTHYECKOM ajpecaliu B CETHU; -WU3Y4uTh Bo3MokHOCTH OC 10
KOHQUTYpUpPOBaHUIO  OOILIEro JocTyma K CETeBBIM  pecypcam; -OBJIAJIETh
NPAaKTUUYECKMMH HaBBbIKAMU pacyeTa IMapaMeTpOB CETH; -OBIAJETh MPAKTUYECKUMU
HaBbIKaMH KOH(UTYpUPOBAHUS CETEBBIX HHTEP(EHCOB; -OBIAJETh MPAKTHUYCCKUMHU
HaBbIKaMH KOH(PUTYpHUPOBAHUS OOIIET0 JOCTYIa K CETEBBIM PECYPCaM.
2. N3yueHne BO3MOKHOCTEH OCHOBHBIX CETEBBIX YTHJIMT ONEPALMOHHBIX CHCTEM.
HccnenoBanue ceTu ¢ X nomMoumbi0. {padora B majbix rpynnax} (44.)[1,2,9] Lemn
U 3a7a4u paboOThl: -U3y4YUTh OCHOBHbIE ceTeBble YTHIUTHI OC, 03HAKOMUTBHCS C HUX
paboTol; -OBIAETh MPAKTUYECKUMHU HaBbIKAMU NMpUMEHEHUs ceTeBblx yTuiut OC; -
U3YUYUTh MPUKIAIHBIE NPOrpaMMbl JJIsi CKAHUPOBAHHUS CETEd M aHalIM3a CETEBBIX
NAKETOB; -OBJIAJIETh MPAKTUYECKUMH HABBIKAMU TEPBUYHOM TUATHOCTUKU CETH; -
OBJIAJETh NMPAKTUYECKUMU HABBIKAMH ITPUMEHEHUS MPUKIAAHBIX IPOrpamMM JJisl IOUCKa
HEUCIIPABHOCTEM B CETH;  -HAy4YUTbCS IEepEXBaThIBaTh CETEBOM Tpapuk U
aHaJM3UPOBATh MOJYYEHHBIE JaHHBIE.
3. KondurypupoBaHue MNpPOTOKOJIOB YIAJEHHOI0 AOCTyHa /sl YNPABJICHHUS
onmepanuoHHoil cucremoii (Hacrpoiika M Hajgagka NPOrpaMMHO-aNNAPATHBIX
KOMILIEKCOB) {padoTa B MaJubIX rpynnax} (24.)[1,2,9] Llenu u 3agaun paboThl: -



U3YYUTh OCHOBHBIE MPOTOKOJbl YAQJIEHHOTO JOCTYIA; -H3y4YUTh BO3MOXHOCTH IO
YIPaBJICHUIO ONEPALMOHHON CHCTEMOMU, MCMHOJIb3ysl MPOTOKOJbI YJAJIEHHOTO JOCTYIIA;
-M3y4YUTh OCHOBBI Pa0OTHI TPWIOKEHUHW M CEPBUCOB Ha TMPHUKIATHOM YypOBHE Ha
puMepe MPOTOKOJIOB YJAJIEHHOIO JOCTYMa; -OBJIAJIETh MPAKTUYECKUMU HaBBIKAMHU
KOH(UTYpUPOBAHUS TPOTOKOJIOB YIAJICHHOTO JOCTyMa; -OBJIAJETh MPAKTHUYCCKUMHU
HaBBIKAMHU YIIPABIICHUS ONIEPAIMOHHON CHCTEMOM, MUCIOJIb3Ysl MPOTOKOIbI YAJIEHHOIO
JOCTYTIA,;

4. Ilocrpoenue Hedoabmoin SOHO ceru. IIpuHuunsl padoTbl KOHUEHTPATOPOB,
KOMMYTATOPOB M OeCNPOBOJAHBIX TOYEK A0CTymna. {padora B MaJjbIX Ipymnmnax;}
(24.)[1,2,9] Lenu u 3agaun pabOThl: -M3yYUTh OCHOBHBIE CETEBBIE YCTPOMCTBA M UX
KOMIIOHEHTBHI, -U3y4nuTh  (U3MYECKUE  CETeBble  MHTEPPEICHI; -OBJIAJIETh
NPaKTUUYECKMMHM HaBbIKaMM mocTpoeHuss npocredmeid cern SOHO;  -u3yuuth
WHCTPYMEHTBI HEOOXOAMMBIE I TOCTPOCHHSI CETH; -OBJIAJIETh MPAKTHUYECKUMU
HaBBIKAMU HACTpOWKHM OecrnpoBOHOM TOYKM goctyma Wi-Fi; -oBmameTs HaBbIKaMu
o0)xaTus Kabeleii;

5. KondurypupoBanue BUPTyaJbHbIX JOKANbHBIX ceTeil (VLAN). ArperupoBanne
kaHanoB. KondurypupoBanue mnporokosia cBs3ywomero jaepesa (STP).
(HacTpoiika u Hajajgka NPOrpaMMHO-ANNAPATHBLIX KOMILIEKCOB) {padora B
MajbIx rpynnax;} (44.)[1,2,9] Llenu u 3amauu paboThl: -U3yYUTh OCHOBHBIE CETEBBIC
YCTPOMCTBA W UX KOMIIOHEHTBI; -U3yYUTh OCHOBBI KOMMYTAallUM;  -U3yYUTh
bu3uYecKre ceTeBble MHTEPPEHCHl KOMMYTAaTOpa; -HW3YyUYUTh MOHATHS BUPTYaIbHBIX
JIOKAJbHBIX CETeW; -WM3YUYUTh TMOHSTHS arperupoBaHUs KaHAJIOB, -U3yUYUTh MOHSTHUS
IIPOTOKOJIa  CBA3YIOLIErO  JIEpEBa; -OBJIAIETh ~ NMPAKTHUYECKUMH  HaBBbIKAMU
MIPOCKTUPOBAHMS CETEH; -OBJIJACTh NMPAKTUUYECKUMU HAaBbIKAMH KOH(DUTYpUPOBaHUS
KOMMYTaToOpa; -OBJIAJIETh MPAKTUUYECKUMHU HaBblKaMu KoH(urypupoBanus VLAN,
VTP; -oBnagerb NpakTUYECKUMM HaBbIKAMU KOH(QUTYpUPOBAHUSI arperupoBaHUs
KaHAJIOB; -OBJAJETh MPAKTUYECKUMHU HABbIKAMH KOHGUTYpupoBaHus npotokona STP.
6. IlocTpoenne ABYX He0OJbIINX CeTeld M OPraHM3alUsA B3aMMOJACHCTBUA MEXKIY
HuMu. [lpuHounel padoTsl MapmpyTu3aTtopoB. {padoTa B MaJbIX Ipynmax}
(24.)[1,2,9] Llenn u 3amaum pabOTHI: -H3yYUTh OCHOBHBIC CETEBBIC YCTPOMCTBA M HMX
KOMITOHEHTBI, -W3Y4YUTh OCHOBBI MAapIIPYTHU3ANHMH, -U3YYUTh (PU3NUECKHE CETEBHIC
UHTEPPEHCH MapIIpyTU3aTOPa; -OBJIAJIETh MPAKTHUYCCKHUMH HABBIKAMH TIOCTPOCHUS
npocreimei cett SOHO; -oBnageTh NpakKTUYECKUMU HAaBBIKAMH KOH(MUTYPUPOBAHUS
MapIIpyTH3aTOPA.

7. KoundurypupoBanue mnporokosaa DNS. {pabora B mMajablx rpynmnax}
(24.)[1,2,4,9,13] Uenmu wu 3amaun pabOTHI: -U3y4YUTh  OpPraHu3alul U
koH(purypupoBanue ceppucoB B OC Linux u OC Windows; -H3y4yuTh OCHOBHBIE
MOHSTHUS CUCTEMBI JOMEHHBIX UMEH; -M3yYUTb MPUHIIUIIBI PAOOTHI CUCTEMbI JJOMEHHBIX
uMeH u nporokona DNS;  -oBmagerp  NpakTUYECKUMHM  HaBbIKAMU MO
KoH(puUrypupoBanuto cepBucoB DNS B pa3iuyHbIX ONEPAIIMOHHBIX CHUCTEMaX; -
OBJIAJETh MPAKTUUYECKUMH HaBBIKAMU UCIIOIb30BaHUSI CUCTEMBI JIOMEHHBIX UMEH.

8. KondurypupoBanume FTP u Web cepBepoB. Opranusamusi XOCTHHrA.
Oobecnieuenne TpeOoBaHM MH(OPMALMOHHON Oe30macHOCTH. {padoTa B MAaJbIX
rpynnax} (24.)[1,2,4,9,13] [lenu u 3agaun paboThl: -U3y4YUTh OPTAHU3AIUIO U



koHpurypuposanue cepucoB B OC Linux u OC Windows; -H3y4uTh Ha3HAYCHHUE W
OpUHIMN padoThl mpoTokoia FTP; -u3ydnTh BO3MOKHOCTH TO KOH(PUTYPUPOBAHHIO
nporokona FTP na 6a3e OC Linux u OC Windows; -uU3y4uTh OCHOBHBIC TIOHSTHS U
npuHIUn pabotel  Web-cepBepoB;  -M3yYuTh Ha3HAYCHWE W TPHUHIMN PAOOTHI
nporokona HTTP; -u3yunth Bo3MOkHOCTH MO KOoH(pUTypupoBanuio Web-cepBepa Ha
06aze OC Linux u OC Windows; -M3y4uTb OCHOBHBIE MOHSTHS IO OpraHu3aluu
XOCTHHTA; -OBJJICTh MPAKTUYECKUMHU HaBBIKAMU MO KOH(PUTYPUPOBAHUIO MPOTOKOIA
FTP na 6aze OC Linux u OC Windows; -OBiaieTh MPaKTUUYECKUMU HaBBIKAMH TIO
koH(purypupoBanuto Web-cepsepa u nportokona HTTP na 6aze OC Linux u OC
Windows; -oBiaieTh NPaKTUUYECKUMU HaBBIKAMH MO0 KOH(QUTYPUPOBAHUIO XOCTHUHTA

9. KondurypupoBanue DHCP-cepBepa ¥  mnpoTokKoJa JUHAMHYECKOTO
KOH(QUIypupoBaHus y3JI0B ceTH. {padora B MaiabIX rpynnax;} (24.)[1,2,4,9,13] lenu
U 3a7a4d paloThl: -U3y4YUTh OpPraHM3aluio U KoHurypuposanue cepBucoB B OC
Linux 1 OC Windows; -u3y4uTh Ha3Ha4€HHE U MPUHIUI paboThl npotokoiaa DHCP;
-M3y4nuTh BO3MOKHOCTU 10 KoHurypupoBanuio DHCP-cepsepa na 6aze OC Linux u
OC Windows; -oBIajeTh MPaKTHUYECKUMHU HaBbIKaMU 10 KoHpurypupoBannto DHCP-
cepsepa Ha 6aze OC Linux 1 OC Windows; -0oBIajaeTh NpaKTHYECKUMH HAaBBIKAMU T10
WCIIOJIb30BAHUIO MTPOTOKOJIA TMHAMUYECKOTO KOHPUTYPHUPOBAHUS Y3JI0B CETH.

10. KondurypupoBanue KOHTpoJJiepa aoMeHa. {padora B MaJbIX rpynmax;}
(24.)[1,2,4,13] Llenu u 3amaum pabOTHI: -U3YYUTh OCHOBHBIE IMPHHIUIBI HOCTPOCHUS
JIOMEHOB; -HU3yYHUTh BO3MOXKHOCTH KOHTPOJIJIEPOB JOMEHOB; -HU3yUYHUTh BO3MOKHOCTH
TPYNIOBOM MOJUTUKHU; -U3YYUTh MNPUHIUIIBI paOOThl MPOTOKOJA ayTeHTU(UKAUU
Kerberos; -oBnajeTh MpakTUUYECKUMM HaBBIKAMU KOH(UTYPUPOBAHUS KOHTPOJUIEPOB
JIOMEHA;  -OBJIaJIeTh TNPAKTUUYECKUMU HaBBIKAMU KOH(MUTYPUPOBAHUS TPYHIIOBBIX
MOJIUTHK.

11. N3yyenne ¢popmMaToB NPOTOKOJbHBIX JaHHBIX (PDU), ucnoyb3ys anaiausarop
Tpadpuka Wireshark. {paGora B mansix rpynmnax} (24.)[1,2,4,16] Llenu u 3amaun
paboThI: -M3YYUTh OCHOBHBIC BO3MOXXHOCTH CETEBOTO aHaIM3aTopa makeroB wireshark
st OC Linux u OC Windows; -u3y4uTh (popmMaThl TPOTOKOIBHBIX OJOKOB JAaHHBIX
OCHOBHBIX IPOTOKOJIOB PAa3IMYHBIX YPOBHEH; -OBJAJETh MPAKTUYECKHUMHU HABBIKAMHU
10 TIEPEXBATy JAaHHBIX, UCTOJB3Ys PAa3IUYHbIe (PMIBTPHI; -OBIAJETh MPAKTHUYCCKUMHU
HABBIKAMH aHAJIN3a MPOTOKOJBHBIX OJIOKOB JTAHHBIX M CETEBOTO TpaduKa.

12. Ilocrpoenue cerm Macmirada npeanpusitusa {padora B MajabIX Ipylnmax;
(44.)[1,2,4,9,12] Lenu u 3amauum pabOTHI: -U3YYUTh OCHOBBI MAapIIPyTH3alLHUU U
KOMMYTAIlMU; -U3yYUTh TOHATHUS BUPTYAIbHBIX JIOKAIBHBIX CETEH, arperupoBaHUs
KaHaJIOB, MPOTOKOJA CBS3YIOIMIETO JEPEeBa; -WU3YUYWUTh MOHITHUS MapUIPyTH3AINHY;
U3YUYUTh TIOHSATHUS OTKA30yCTOMYMBOCTH Ha PA3IUYHBIX YPOBHSX MOJEIU CTEKa
npotokosioB TCP/IP; -u3yuuTh OCHOBHBIE CEPBUCHI JIOKAIBHBIX CETEH;, -U3YUYUTH
OCHOBBI 0€30MTaCHOCTH M KOH(UTYPUPOBAHHE CIUCKOB KOHTPOJISL JOCTYIA; -OBJIAJIETh
NPaKTUYECKMMH  HaBBIKAMU  IPOCKTUPOBAHMS  KPYIHBIX  CETEMl; -OBJIAJIETh
MPAKTUYECKUMU HABBIKAMH KOH(PUTYPUPOBAHUS MapIIpyTHU3aTOpa U KOMMYyTaTopa; -
OBJIAJIETh  TPAKTUYECKUMU  HaBbIKaMu  KoHburypupoBanuss VLAN, VTP,
arperupoBaHusl KaHaioB, nporokona STP; -oBnageTb NPakTHUYECKUMH HaBBIKAMHU
KOH(UTYpUPOBAHUS MAPIIPYTU3AIUH;, -OBJIAJICTh MPAKTUYECCKUMH HABBIKAMHU



KOH(UTYpUPOBAHUS OTKA30YCTOMYMBOCTH HAa PA3jIMYHBIX YPOBHAX MOJEIH CTEKa
nporokosioB TCP/IP;  -oBnajerp NpakTUYECKMMH HaBBIKAMHU KOH(PUTYPUPOBAHUS
OCHOBHBIX CEpPBHCOB JIOKAJIbHBIX CETEH; -OBIAJETh MPAKTHUYECKUMH HaBBIKAMHU
KOH(MUTYypUpPOBaHUS CITUCKOB KOHTpOIIst noctymna (ACL)

CamocrosTesibHasi padora (804.)
1. IloaroroBka K 3amuTe JJA0OPATOPHLIX PadOT {MCMOJb30BaHHUE O0LIECTBEHHbBIX
pecypcos} (284.)[1,2,9,11,12,13,14,15,16]
2. IToAroTroBKa K JIEKHOHHBIM 3aHATHAM {C 3JIEMEHTAMH 3JICKTPOHHOI0 00y4YeHUsI
U IMCTAHIIMOHHBIX 00pa3oBaTebHbIX TexHoJoruii} (164.)[5,6,7,8,9,10]
3. IloaroroBka K 3JK3aMeHY {C 2JJIeMEHTAMHM JJCKTPOHHOI0 OO0y4YeHHUS] H
AMCTAHIIMOHHBIX 00pa3oBaTeJIbHbIX TexXHOJIOruii} (364.)[5,6,7,8,9,10]

5. IlepeyeHb Y4eOHO-METOAMYECKOT0 O0eCIeYeHUs] CAMOCTOATENbHOI PadoThI
o0yyaromuxcs Mo TMCUUILIHHE

Jnst xkaxzaoro oOydaromierocss o0ecredyeH WHAMBUAYaJIbHBIM HEOorpaHU4eHHbBIN
JOCTYN K  DJIEKTPOHHO-OMONMMOTEYHBIM  cucTemMaM: Jlanb, VYHuUBepcurerckas
Oubnuoreka OH-NAH, dJeKTpoHHOW Oubnnoreke ANTI'TY u K 2JIEKTPOHHON
uH(pOpMaIIMOHHO-00pa30BaTENBHON Cpeie:

1. YyrynoB I'.A., MeTonuueckue ykKa3aHHUs IO BBINOJIHEHUIO JIa0OPATOPHBIX
pabot no mucuuruinHe «CeTn W TeleKoMMyHUKanun». — bapuayn: Usn-so Antl'TY,
2012. — 17c.; Wcrounuk: »3JIeKTpoHHass OuOIMOTEKa 0Opa3oBaTEIbHBIX PECYpPCOB
Antl'TY. Pex.noctyna http://elib.altstu.ru/eum/download/vsib/tugunov-sit.pdf

2. lapnaes E.B. Beruncnurensubie cetu. YueOHo-MeToandeckoe mocooue/ E.B.
[[lapmaeB; Aunr. roc. TexH. yH — T uM. W.N. IlonzyHoBa, - bapnaym: 2015. - 86
c.;HcTounuk: snmekTpoHHass O6ubmmoreka oOpazoBaTenbHBIX pecypcoB AnTlI TY. Pex.
JocTyma http://elib.altstu.ru/eum/download/ivtib/uploads/sharlaev-e-v-ivtiib-
569¢03fec1d87.pdf

3. Ilapmaes E.B. Meronnueckne peKOMEHIALMU IO BBINOJHEHUIO KYpPCOBBIX
paboTt mo nucuuiuinHe «BberauciautenbHbie cetu», ATl TY. —bapnayn, 2015, -32c.
HUctounuk: onekTpoHHas OubinumoTeka o0pa3oBarelbHbBIX pecypcoB  Antl TVY.
Pex.nmoctyna  http://new.elib.altstu.ru/eum/download/ivtib/uploads/sharlaev-e-v-ivtiib-
569e030e1cdb0.pdf

4. [apnaeB E.B. AnMuHucCTpupoBaHHE TJIOOAIBHBIX BBIYMCIUTEIBHBIX CETEH:
YuebHo-meToanueckoe mocobue.- bapuayn, AnrI'TY, 2010. -122c. HcroyHukK:
JJIEKTpOHHAs OubimnoTeka oOpaszoBaTenbHbIX pecypcoB AnTI TY. Pexum pocryna
http://new.elib.altstu.ru/eum/download/vsib/sharlaecv_gvs.pdf (Meroaudeckue yka3aHus
K BBITMIOJIHCHHIO J1a00paTOPHBIX PadoT)

6. [lepeyeHb y4eOHOM JTUTEPATYPbI



6.1. OcHoBHas nuTeparypa

5. 3ensun, A.C. MHpopManMoHHbIE U TEICKOMMYHHKAIIMOHHBIE CETU: y4eOHOE
nocobue / A.C. 3en3uH; MuHucrtepcTBo o00pa3oBaHus © HaykKu Poccuiickoi
®enepanuu, HoBocHOMpCKHN TOCYZAPCTBEHHBIM TEXHUYECKHH yHUBEPCUTET. -
Hosocubupck: HI'TY, 2011. - 80 c.: Tabn., cxem. - ISBN 978-5-7782-1601-3; To xe
[DnexTponnsiil pecypc]. - URL: http://biblioclub.ru/index.php?page=book&i1d=228912
(15.05.2019).

6. TenekoMMyHMKAalIMOHHBIE cUCTEMBl M cetu: B 3 Tomax. Tom 3. -
MybTHCEpBUCHBIE CETU [DIEKTPOHHBIN pecypc]: yueoHoe nmocodue / B.B. Bennuko [u
ap.]; mon pen. B.IL IllyBamoBa. — OinexkTpoH. naH. — Mocksa: [opsiyas n1uHuUA-
Tenexom, 2015. — 592 ¢. — Pexum nmocryna: https://e.lanbook.com/book/64092. —
3ari. ¢ 3KpaHa.

7. llanbrun, B.®. 3amura uHbopMaImi B KOMIIBIOTEPHBIX CHCTEMAaX U CETSIX
[DnekTpoHHBIN pecypc]: yueOHoe mocobue / B.®D. IllanbruH. —3JEKTpoOH. daH. —
Mockga: JAMK Ipecc, 2012. —592c. —Pexum JIOCTyMa:
https://e.lanbook.com/book/3032. —3ari. ¢ sxpana.

6.2. JlonionHuTenbHas IUTEpaTypa

8. 3anmeynukoB, C.B. OCHOBBI IIOCTPOEHHMS BHPTYaJbHBIX YACTHBIX CETEU
[OnexTpoHHBIN pecypc]: yueOHoe mocodue/ C.B. 3ameunukoB, H.I'. MunocnaBckas,
A.WN. Toncroir. — DnexTpoH. naH. —Mocksa: ['opsiuas nmuaus-Tenekom, 2011, — 248
c. — Pexxum nocryna: https://e.lanbook.com/book/11834. — 3ari. ¢ skpaHna.

9. IlpockypsikoB, A.B. KowmmbloTepHble CETU: OCHOBBI  ITOCTPOCHHS
KOMITBIOTEPHBIX CceTe U TenekommyHukarui : [16+] / A.B. [IpockypsikoB. — PocToB-
Ha-Jlony ; Taranpor : FOxubiii penepanbabiii yHuBepcuter, 2018. — 202 c¢. : w1 —
Pexum JIOCTyMaA: 10 HOAMHUCKE. — URL:
https://biblioclub.ru/index.php?page=book&id=561238 (mara obpamenus: 23.04.2021).
— bubnmorp.: ¢. 195-196. — ISBN 978-5-9275-2792-2. — TekcT : 31€KTPOHHBIN.

10. I'ypuuxoBa, A.C. CoctaB u ¢yukuuu cereBoro obopynosanus KKC/ A.C.
I'ypunkosa. -Mocksa: Jlaboparopust kauru, 2012. -134 c.: ta6n., cxem. - ISBN 978-5-
504-00259-0; To xe [DJIEKTPOHHBIM pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=142472

7. IlepeyeHb pecypcoB HMH(POPMALMOHHO-TEJEKOMMYHHUKAIIMOHHOM  CeTH
«HTepHEeT», HEOOXOAUMBIX JIJISl 0CBOEHH S JUCHUILTUHBI

11. NUutepuet-caiit http://opennet.ru/

12. UnTepuer-cait http://www.cisco.ru/

13. Onepanuonnas cucrema Linux Ubuntu (http://www.ubuntu.com)

14. TlporpaMMHBI TPOAYKT BHPTyadu3alldd IS  OINEPANMOHHBIX CUCTEM
http://www.virtualbox.org)

15. Yrunura nmap (http://nmap.org)

16. Ytunura Wireshark (http://www.wireshark.org)
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8. ®oHA OULEHOYHBIX MAaTepHAJIOB /Uil TMPOBeJCHHUS] TEKYyIllero KOHTPOJS
YCIIeBAeMOCTH M MPOMEKYTOYHOM aTTecTAlnu

ConepkaHue  NOPOMEXKYTOYHOM  aTTeCTallMd  pPAaCKpbIBAETCA B KOMILIEKTE
KOHTPOJIMPYIOIIMX MAaTEpUANIOB, NPEAHA3HAUYEHHBIX JJISI TMPOBEPKU COOTBETCTBUSA
YpOBHSI TIOATOTOBKUA T0 mucruiuimHe TpedoanusmM DI'OC, koTopble XpaHATCS Ha
kadenape-pazpadboruuke PI1J] B meuarnom Buae u 8 SUOC.

®onx  ouneHouHbix Martepuaniop (OOM) mno gucUMIUIMHE TPEACTaBIEH B
IIPUJIOKEHUH A.

9. Ilepeyenb MHGOPMAIMOHHBIX TEXHOJIOTHIi, HCIOJb3yeMbIX IIPH OCYLIECTBJIEHUHN
o0pa3oBaTeJJbHOIO  mpouHecca MO JAUCHMIUVIMHE, BKJIKYasg  INepevYeHb
NMPOrpaMMHOI0 o0ecrnevyeHusi 1 MH(POPMAIHOHHBIX CIIPABOYHBIX CHCTEM

JUis yCHemHOro OCBOEHHS TUCHMIUIMHBI HUCHOJB3YIOTCS PECYpPChl AJIEKTPOHHON HH(DOPMAIIMOHHO-
oOpa3oBaTeNbHOU Ccpebl, 00pa30BaTeNIbHbIE WHTEPHET-MOPTAJbl, TN00ANbHAS KOMIIBIOTEPHAs CETh
HNureprner. B mporecce u3ydeHUs AUCLHUIUIMHBI IPOMCXOAUT HHTEPAKTUBHOE B3aUMOJCICTBUE
oOyuJarolerocs ¢ MpernoiaparesieM yepes JINYHbIA KaOMHET CTyIeHTa.

Nenn Hcnosb3yemMoe nporpaMmMHoe odecreyeHme

1 LibreOffice

1 Cisco Packet Tracer

2 Debian

2 Windows

3 Dia

3 Antusupyc Kaspersky

4 FAR Manager

5 Foxit Reader

6 FreeBSD

7 Linux

8 Mozilla Firefox

9 Notepad++

10 Python

11 SQLite

12 Squid

13 VirtualBox

14 Webex Meetings

15 Windows Server

Nenn Hcnonb3yembie npoeccuoHaJbHbIe 0a3bl JaHHBIX U HH(POPMALIHOHHBIE
CIIPAaBOYHBbIE CHCTEMBbI

1 becruatHast snekTpoHHass Oubnuoreka oniaiiH "EnquHoe OKkHO K 00pa3oBaTeNbHBIM
pecypcaMm" nJisi CTYIEHTOB M TIPETojaBaTesieii; KaTajlor CChUIOK Ha 00pa3oBaTeIbHBIC
uHTepHeT-pecypcsl (http://Window.edu.ru)

2 Hammonanwenas snexkrponHast 6ubmmoreka (HOB) — cBOOOmHBIN gOCTyI yuTaTene K
¢bongam poccuiickux 6ubmmorek. ColepKUT KOJUICKIINH OIM(PPOBAHHBIX IOKYMEHTOB

11



Nenn Hcnonb3yembie npoeccuoHaJbHbIE 0a3bl JaHHBIX U HH(POPMAILIHOHHBIE
CIIPABOYHbIE CHCTEMBbI

(KaK OTKPBITOTO JOCTYyTMa, TaK U OTPAHMYEHHBIX aBTOPCKHM IPABOM), a TaKKe KaTajior
W3JIaHui, XpaHsmmxcs B Oubnuorekax Poccun. (http://H36.pd/)

10. Onucanue MaTepHaAJIbHO-TeXHUYECKOM 0a3mbl, HeoOXoauMoH A
OCyIlleCTBJIEHHsI 00Pa30BaTEeJILHOI0 MpoIecca Mo AMCIUIIHHE

HanMeHoBaHMe clienMAJIbHBIX IOMELIEHUI U MOMeIIeHH i 115l CAMOCTOSITE/IbHOI PadoThI

yueOHbIe ayIUTOPUU JJIsl IPOBEJCHHs YUeOHbIX 3aHATUN

IOMCIICHUA 1A CaMOCTOSTEIbHOM pa6OTBI

MartepualibHO-TEXHUUECKOE OOecreyeHue M OpraHu3aius 00pa30BaTeIbHOIO
npoliecca 1Mo AUCIHUIUIMHE U1l MHBAJIUIOB U JIMI[ C OTPAHMYEHHBIMU BO3MOXKHOCTSIMU
3JI0POBbsI OCYHIECTBIISIETCS B cOOTBETCTBUU C «IlojoxkeHnem 06 00ydyeHUM WHBAIU]IOB
Y JIUII C OTPAHUYEHHBIMH BO3MOXKHOCTSIMU 3/I0POBBS.
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