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B pe3yabTrate ocCBOeHHMSI MCHMIUIMHBI Yy O0Oy4aloumuxcsi J0/LKHbI ObITH CcHOPMHUPOBAHBI

KOMIIETEHI[UH € COOTBETCTBYIOIIUMH MHIAMKATOPAMHU UX JOCTHKEHHS:

- OIIK-3.1: Ucnonb3yeT ocHOBBI MH(DOPMAIMOHHOW U OMOIHMOrpaduueckoi KyJabTyphl Ipu pabote
npodeccuoHaTbHON HHPOpPMaLUEi;

- OIIK-3.2: [IIpumenser uHGOPMAIMOHHO-KOMMYHUKAIIMOHHBIE  TEXHOJIOTUU JJIS  pEIICHUS
CTaHJAPTHBIX 33]a4 IPOPEeCCUOHATHLHOMN 1A TEILHOCTH;

- OIIK-3.3: YuutpiBaeT OCHOBHBIE TpeOOBaHUS HWH(GOPMAIMOHHONW OE30MacHOCTH TPH PpelIeHUU
CTaHJAPTHBIX 3324 IPOPEeCCUOHATHLHOMN 1A TeIbHOCTH;

- OIIK-5.1: MacTanmupyet mporpaMMHOE 00€CTIeUeHHEe COTJIACHO MHCTPYKITUSIM;

- OIIK-5.2: Kommyrupyer ammapaTHoe oOecredeHHe B COCTaBe HH(DOPMANMOHHBIX |
ABTOMAaTU3HPOBAHHBIX CHCTEM;
- OIIK-7.1: AHanu3upyeT TEXHUYECKYIO TOKYMEHTAIMIO K TPOrPaMMHO-aIMapaTHOMY KOMIUICKCY;

- OIIK-7.2: YuacTByeT B HaCTpOIKE U HaJIaJKe IPOrPaMMHO-aIIIapATHBIX KOMIUIEKCOB;

Conep:xanue TMCUMILUITUHBI:

HucuuiuinHa «CeTH U TeTeKOMMYHHKAIUKW» BKIIIOYAET B ceOs CIEAYIOLINe pa3/ieibl:

®opma o0yuenus ounasi. Cemectp 5.

1. O0mue cBegeHUs 0 ceTAX M cucTeMax nepenayd uHpopmanuu. (KioueBble acneKkThl - 3a1a4M
npodecCHOHAIbHOI  1eATEJLHOCTH Ha OCHOBe HHGOPMAUMOHHOW u Oudauorpadpuyeckoi
KyJbTYPbl € TIIPUMEHeHHEeM HH(POPMANHOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHMI C Yy4eTom
OCHOBHBIX TpeOoBaHMiI MHGOPMALMOHHOI Oe3o0macHOCTH). XapaKTepUCTHKU ceTedl. OnepanyoHHbIe
BO3MOXHOCTH ceTei. Knaccugukanus nHGOpMamOHHO-BBIYUCIUTENbHBIX CETEH (110 Ha3HAYEHUIO, 10
TEPPUTOPUAIIBHOMY IPHUHILMILY, 110 CETEBBIM OINEPALMOHHBIM CHCTEMaM, IO THUILYy Cpeldpl Neperadu
JAHHBIX, MO0 (YHKUMOHAJIbHOMY HA3HAUYEHWUIO, 110 CKOPOCTH IepeJayd JaHHBIX, [0 TUIYy CETEeBOH
TOIIOJIOTUH, IO HEOOXOIMMOCTH NOJJICPKAaHUs MOCTOSHHOTO coenuHeHus). CrnocoObl KOMMYyTaluu
(kOoMMyTalusi KaHaAJIOB, KOMMYTalUsl IIaKETOB, KOMMYTalUs COOOLICHHUH, KOMMYTaLUs SYEeK).
OMHOpaHTOBBIE CETH U CETH C AapXUTEKTYpPOH «KIHEHT-CepBEp». IJIEMEHTHl ceTH (cooOllieHue,
YCTPOMCTBO, cpe/ia epeiaun, CEpPBUC, IPaBHII0). MyJIbTUCEPBUCHAS CETh (KOHBEPI€HTHAs)..

2. IlpyHOUNBI NMOCTPOEHUS] TEJEKOMMYHHMKAUMOHHBIX cereil. (KioueBble acnekTbl - 3agadu
npodeccHOHAILHONH JeiTeJIbHOCTH HAa OCHOBe HHPOpMAUMOHHOW M OubOamorpadguyeckoi
KYyJbTYpPbl € TIpUMEHeHHeM HH(POPMANHOHHO-KOMMYHHMKAIMOHHBIX TEXHOJIOTMI C Yy4eToM
OCHOBHBIX TpeOoBaHuii uHGopManuonHoii 6e3onacHocTn). Tema 1. O630p sranonnort momenu OSI.
YpoBHU ((pu3ndecKuii, KaHATBHBIN, CETEBON, TPAHCTIOPTHBIN, CEAHCOBBIN, MPECTABICHUS, MPUKIIATHON)
u ux ¢yskoun, 6moku manHeix (PDU), mpotokonbl, uaTepdeiicel. Tema 2. Mepapxus MpoTOKOJIOB B
pa3nuuHbIX crekax. CraHmapTHbIE CTEKM KOMMYHHUKaMoHHBIX mpotokonoB (OSI, TCP/IP, IPX/SPX
Novell, NetBIOS/SMB)..

3. ®usuuveckuii ypoBeHb. (KomMmyramusi anmapatHoro o0ecnme4yeHUsi MW HHCTALISAIUSA
NPOrpaMMHOI0 odecrne4eHHusi, B TOM 4YHCJIe U KOHPHUrypauus, B cocTaBe MH(GOPMALHMOHHBIX H
aBTOMaTH3UpOBaHHbIX cucreM). Tema 1. Cpeama mnepenaun. KOMIOHEHTBI CETH: KOHEUHOE
obopynoBanue (KOMIbIOTEP, HOYTOYK, cepBep, ceTeBoi npuHTep, [IP-kamepa, VolP tenedon, modbmibHOe
ycrpoiictBo — PDA), mpomexyrounoe obopymoBanue (hub, switch, GecnpoBomHas To4ka IoCTyIa,
MapuipyTusarop, firewall, mo3, MmogeM), cpena nepeaadn TaHHbIX (Melb, ONTHKA, BO3IYX). TE€XHOIOTUH
FrameRelay, ATM, SDH. CoBpemeHHbIe TEHACHIUH pa3BUTHs ceTeil TenekommyHuKauu. NGN - cetu
clenyrollero nokoieHus. Tema 2. AkTUBHOe ceTeBoe obopyaoBanue. Kiaccudukanus o60pyaoBaHUs
ceTu (akTHBHOE, rnaccuBHoe). Tema 3. Moaymsiuus cUrHanIoOB. AHAJOTOBbIE KaHAJbI Mepeadu JaHHbIX.
Cnoco6s1 Moaymsitinu (AM, UM, ®M). [{udposbie kaHanb! nepegadn AaHHbIX. CIOCOObI MAHUITYJIALIUN



(ASK, FSK, PSK, QASK). Mogaewms! (Dial-up — kommyTtupyemsie, ISDN, DSL, ontudeckue, kabenbHbIE,
paauo, COTOBBIC, CITyTHUKOBEIE, PLC). Tunst MOJICMOB (BHYTpEHHUE/BHEIITHHE,
[porpaMMHbIe/annapaTHeie/IporpaMMHo-anmnaparueie).  Tema 4. KoaupoBanue curHamoB. Buabl
KaHaJIOB IepeJauyd JaHHBIX (CMHXPOHHBbIE, aCUHXpOoHHbIE). CrocoObl OpraHu3aluy Mepeaayd JaHHbBIX
MEXJy YCTpOWCTBaMU CETH (napajuleibHasi, 1ociefoBaTeibHas). Meronbl coeiMHEHUs (CUMILIEKCHOE,
MOJIy AYIUIEKCHOE, AYIUIEKCHOE)..

4. KananbHblil ypoBenb. (KommyTanusi annapaTHoro odecnedyeHnss 1 HHCTAISINUS POTPAMMHOIO
ol0ecrieyeHusi, B TOM 4HMciIe M KoOHpurypauus, B cocTaBe HHPOPMALUMOHHBIX U
aBTOMATH3UPOBaHHBIX cucTtem). Tema 1. I'pynmna cranaaproB IEEE 802. PasznoBugHOCTH U (hopMaTh
¢peiimoB Ethernet (Ethernet-1I, IEEE 802.3 — Novell, IEEE 802.2 LLC/SNAP, ¢peiim Wireless).
Hasnauenme moneit ¢peiima Ethernet-1I. Pa3genenme xananoB (MynbTHIUIEKCHpOBaHHE). Busl
MYJIbTUIUIEKCUpOBaHus (¢ pazzaeneHueM mno yactrore — FDM, ¢ pasznenenuem no Bpemenu — TDM, c
pazzeneHueM 1o JuHe BoiHbI - WDM). Metoas! noctyna k cpene nepenaun aanHsix (CSMA, TPMA,
TDMA, FDMA, CDMA). [lonypoBuu kanansHOoro ypoBHs (LLC, MAC). Tewma 2. Texnomnorus Ethernet.
Tuner Ethernet (10BASE-2, 10BASE-5, 10BASE-T, 100BASE-T, 100BASE-TX, 100BASE-FX,
1000BASE-T, 1000BASE-TX, 1000BASE-SX, 1000BASE-LX, 10GBASE-T, 10GBASE-CX4,
10GBASE-LX4). Tema 3. Ceru c¢ mapkepHbM naoctynoMm. [lonstue wunkancynsuuu. IIpoTokoss
BBIIIECTOSIIIEr0 ypoBHS HHKamncynupyomue B Ethernet-ppeiim. Azpecanuss Ha KaHaJIbHOM YPOBHE
(MAC-anpec, Ethernet — Unicast, Multicast u Broadcast). Tema 4. Texnonorus 100VG-AnyLAN. Tema
5. TexHonmoruum poctyna ¢ BHUpTyaJibHbIMM KaHamamu. Kiaccuduxanus kommytaropoB (L2/L3,
ynpasiseMble/Heynpasisemble). Ilpunnun pabotel  kommytatopa L2 (switch), omimume ot
koHueHTparopa (hub). Ilpotokon ARP. BupryanbHble JokanbHble BbluncauTenbHble ceTd — VLAN.
Tema 6. TexHomorum pernoHanbHbIXx ceteil. Tema 7. TexHonorun OecHpOBOJHOIO JIOCTYTIA.
BecripoBomubie cetn (Wi-Fi, WiMAX, LTE, Bluetooth, ZigBee, crmyTHUKOBBIE KaHAJIBI, COTOBBIC
cucteMsl cBs3M - 1G, 2G, 3G — AMPS, CDMA, GSM, UMPS)..

5. CeteBoii ypoBenb. IIpoTokosbl ceTeBoro ypoBHsi.. Tema 1. IIpotokon [Pv4. ®opmaTsl makeToB
[Pv4, HaznaueHue mosei maketoB. Anpecanusi Ha ceteBoM ypoBHe (IP-agpec, agpec cetu, macka cetw,
broadcast, moxacern). KiaccoBele m 0e3 KiaccoBblie ceTH, neiacHue Ha moacetd, VLSM. CereBas
apudpmeruka. Tema 2. [Iporokon IPv6. ®opmartsl maketoB IPv6, HazHaueHue moseit makeToB. Tema 3.
Hpyrue mporokoiibl MexcereBoro yposHs creka TCP/IP. TIporokon ICMP, IPX. ®opmarel nmakeTos
ICMP, naznauenue noseil naketoB. [IpoTOKOIIBI BHIIIECTOSIIETO YPOBHS MHKaINCyaupyromue B [P-naker.
Tema 4. Mapmpytuzauus. Tunsl TMHUN KOMMyHHKanuid — cxembl Mapiipytusanun (Unicast, Broadcast,
Multicast). AnroputMbl MapuIpyTHU3alUd (CTaTUYecKas, IUHAMHYecKas). Buabl Mapumpytuzanuu
(nporpammuasi, anmapartHas). TaOnuma MaplIpyTH3allMMd M Ha3HayeHWe €€ IoJiel, MapuipyT IIo
yMOJ4aHH0. MapiipyTu3aTop nNpuHIUN ero padotsl. [Ipotokonsl mapmpytusanuu (RIP, OSPF, BGP,
IGRP). Tema 5. Kommyranus mnakeroB no Merkam (MPLS) Kopnoparusnbie ceru.|Oprannsanus
KOpIIOpaTHBHBIX ceTeld. CTPyKTypa U HH(POPMAIIMOHHBIE YCITYTH TEPPUTOPHATIEHBIX CETEH..

6. Tpancnoptubiii ypoBenb wmoaeanm ISO/OSI.. Tema 1. OcHoBHasi KOHUEMIMS MPOTOKOJIOB
TpaHcnopTHOro ypoBHs. CermentupoBanue. @opmarsl cermeHToB. Tema 2. IIporokon UDP. dopmatsr
cermenToB UDP. Tema 3. IIporokonsr TCP. ®opmatel cermenToB TCP. Ilpuniun paGoTsl mpoTOKoJIa
TCP: ycTaHoBKa coeIMHEHUS, TIepeada JaHHbIX, 3aBepIICHIE COeTUHEHUs. PerynpoBanue Tpaduka.
Tema 4. Ilpotoxon SCTP. Tema 5. IIporokon DCCP. IIpoTOKOJBI BBIIIECTOAIIETO YPOBHSA
nnkancynupyomue B TCP u UDP-cermentsl. Anpecanuss Ha TPaHCHOPTHOM YpPOBHE — HOPTHI M UX
HazHauenwue (0 — 1023, 1024 — 49151, 49152 - 65535). [Tonstue socket..

7. CeccuOHHBIH, NpeacTaBieHusi, Npukaagnoi yposHu moaenu ISO/OSI.. Tema 1. Ilporpammuoe
o0ecrnieueHre MPUKIAJIHOTO YpOBHS (MPUIOKEHHs, cepBUCHI). Monenb «kineHT-cepsep». Point-to-Point
cetu u npunoxenus. Tema 2. [Ipotokonsl npukinagnoro yposus: Web - HTTP (80) u HTTPS (443),
[Ipotokomsl daitnoBoro oomena — FTP (20, 21) u SMB (445), anekrponnoit moutst — SMTP (25), POP
(110) u IMAP (143), mucranumonnoro ymnpasinenusi — Telnet (23), RDP (3389) u SSH (22), cucrema
noMeHHBIX UMEH — DNS (53), nmpotokon auHamuveckoit koHdurypamuu y3ia DHCP (67, 68), mpoTokoJs
ynpasieHust — SNMP (161, 162). Tema 3. ®opmar nauneix HTTP, FTP, SMTP, POPv3, DNS, DHCP u
npuHIUN ux padotel. Tema 4. YpoBeHb 3amumniéHHBIX cokeToB. IIpoTokonm SSL u ero mpumeHeHwue.
[Ipunmun padotsr nporokona SSL. Ayrentudukanus u oOmeH kimodamu. IlouroBas cucrema (MUA,
MTA, MDA). Bunb koHbepeHIICBs3H (ay110, BUACO), TPUMEPHI opraHu3amnuu koHpepeHui. Tema 5.



Web-texnonoruu. | S3biku u cpeacta co3ganus Web-npunoxennit (HTML, DHTML, CSS, JavaScript,
CGI, PHP, Perl, XML, ASP, AJAX, CMS/CMF, SEO). Web-cepsucsl (XML, SOAP, WSDL, UDDI).
ANropuTMBI CXKaTUs JaHHBIX (CkaTue 0e3 MoTepb, CKATHE ¢ MOTEPSAMH — ayauo, rpaduka, BUAEO, TEKCT,
MHOT'OIICJICBOE)..

8. OoOecneuenne wuHpopmaumonHoii Oe3onmacHoctu cereil (KiroueBble acmekThl - 3aJa4u
npodecCHOHAIbHOI  1eATEJBLHOCTH HAa OCHOBe HHGOPMANMOHHON M OuOauorpapuyeckoi
KYJbTYPbl € TIpUMeHeHueM HHGOPMAIHOHHO-KOMMYHHMKAIMOHHBIX TEXHOJIOTHIl C Yy4eToM
OCHOBHBIX TpeOoBaHuii uHpopManuonHoii 0Oe3omacHocTu).. Tema 1. OOmume cBeneHuss o6
nHpopmanmonHoit Oe3zonmacHOCTH. OCHOBBI ceTeBoi Oe3omacHocTH. Tema 2. MeXceTeBble JKpaHBI
(firewalls nnms Windows, iptables/ipfw ans Linux/Unix). AHTUBHpPYCHOE POTrpaMMHOE obecrieueHue aist
Windows u Linux. OpraHuzanust aocTyna B ceTb VIHTepHET A JOMAaIlHUX KOMIBIOTEPOB U B
opranmzanusax. Texnomorusi NAT. Proxy-cepBepa. Tema 3. Cnucku nocryma. PaGoume rpymnmel u
nomenbl. Kontpomnepst nomenos, LDAP (Windows Active Directory, Novell eDirectory, 389 Directory
Server)..

9. OCHOBBI BHPTYAJM3aLMM ¥ NPUHIUINBI OPraHU3alMi BHPTYAJbHBIX YaCTHBIX ceTeii.. Tema 1.
Buptyanbuble sokanbHble ceTd. BuptyanbHbie dacTHblie cetd - VPN. Tema 2. Bupryanuzanus.!!
l'unepsusopsr  (Microsoft Hyper-V, VMware ESX, VirtualBOX). Texnonoruu pacnpenenéHHbIX
BeruncieHnii. OOnaunple BeuncieHus. Kmactepsl. Tema 3. [uarHoctuka cereil (mporpamMMmHBIE,
anmnapaTHple W IPOrpaMMHO-AINapaTHbIE KOMILIEKCHI [UIsl TECTUPOBAHUS U COIPOBOXIEHUS CETEM,
M3y4EeHHE JOKYMEHTAIUH)..
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