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Hanpasiennocts (mpouiinb): [IporpaMmMHO-TeXHUYECKOE 00eCTIeYeHe aBTOMAaTH3UPOBAHHBIX CUCTEM

OO0uruii 00bem qucHUMINHBI — 4 3.¢€. (144 9acoB)

®opMa NpOMeKYTOYHOM aTTecTaly — DK3aMEH.

B pe3yabTrate ocCBOeHHMSI MCHMIUIMHBI Yy O0Oy4aloumuxcsi J0/LKHbI ObITH CcHOPMHUPOBAHBI

KOMIIETEHI[UH € COOTBETCTBYIOIIUMH MHIAMKATOPAMHU UX JOCTHKEHHS:

- OIIK-3.1: Ucnonb3yeT ocHOBBI MH(DOPMAIMOHHOW U OMOIHMOrpaduueckoi KyJabTyphl Ipu pabote
npodeccuoHaTbHON HHPOpPMaLUEi;

- OIIK-3.2: [IIpumenser uHGOPMAIMOHHO-KOMMYHUKAIIMOHHBIE  TEXHOJIOTUU JJIS  pEIICHUS
CTaHJAPTHBIX 33]a4 IPOPEeCCUOHATHLHOMN 1A TEILHOCTH;

- OIIK-3.3: YuutpiBaeT OCHOBHBIE TpeOOBaHUS HWH(GOPMAIMOHHONW OE30MacHOCTH TPH PpelIeHUU
CTaHJAPTHBIX 3324 IPOPEeCCUOHATHLHOMN 1A TeIbHOCTH;

- OIIK-5.1: MacTanmupyet mporpaMMHOE 00€CTIeUeHHEe COTJIACHO MHCTPYKITUSIM;

- OIIK-5.2: Kommyrupyer ammapaTHoe oOecredeHHe B COCTaBe HH(DOPMANMOHHBIX |
ABTOMAaTU3HPOBAHHBIX CHCTEM;
- OIIK-7.1: AHanu3upyeT TEXHUYECKYIO TOKYMEHTAIMIO K TPOrPaMMHO-aIMapaTHOMY KOMIUICKCY;

- OIIK-7.2: YuacTByeT B HaCTpOIKE U HaJIaJKe IPOrPaMMHO-aIIIapATHBIX KOMIUIEKCOB;

Conep:xanue TMCUMILUITUHBI:

HucuuiuinHa «CeTH U TeTeKOMMYHHKAIUKW» BKIIIOYAET B ceOs CIEAYIOLINe pa3/ieibl:

®opma o0yuenus 3aounas. Cemectp 7.

1. O0mue cBegeHUs 0 ceTAX M cucTeMax nepenayd uHpopmanuu. (KioueBble acneKkThl - 3a1a4M
npodecCHOHAIbHOI  1eATEJLHOCTH Ha OCHOBe HHGOPMAUMOHHOW u Oudauorpadpuyeckoi
KyJbTYPbl € TIIPUMEHeHHEeM HH(POPMANHOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHMI C Yy4eTom
OCHOBHBIX TpeOoBaHMiI MHGOPMALMOHHOI Oe3o0macHOCTH). XapaKTepUCTHKU ceTedl. OnepanyoHHbIe
BO3MOXHOCTH ceTei. Knaccugukanus nHGOpMamOHHO-BBIYUCIUTENbHBIX CETEH (110 Ha3HAYEHUIO, 10
TEPPUTOPUAIIBHOMY IPHUHILMILY, 110 CETEBBIM OINEPALMOHHBIM CHCTEMaM, IO THUILYy Cpeldpl Neperadu
JAHHBIX, MO0 (YHKUMOHAJIbHOMY HA3HAUYEHWUIO, 110 CKOPOCTH IepeJayd JaHHBIX, [0 TUIYy CETEeBOH
TOIIOJIOTUH, IO HEOOXOIMMOCTH NOJJICPKAaHUs MOCTOSHHOTO coenuHeHus). CrnocoObl KOMMYyTaluu
(kOoMMyTalusi KaHaAJIOB, KOMMYTalUsl IIaKETOB, KOMMYTalUs COOOLICHHUH, KOMMYTaLUs SYEeK).
OMHOpaHTOBBIE CETH U CETH C AapXUTEKTYpPOH «KIHEHT-CepBEp». IJIEMEHTHl ceTH (cooOllieHue,
YCTPOMCTBO, cpe/ia epeiaun, CEpPBUC, IPaBHII0). MyJIbTUCEPBUCHAS CETh (KOHBEPI€HTHAs)..

2. IlpyHOUNBI NMOCTPOEHUS] TEJEKOMMYHHMKAUMOHHBIX cereil. (KioueBble acnekTbl - 3agadu
npodeccHOHAILHONH JeiTeJIbHOCTH HAa OCHOBe HHPOpMAUMOHHOW M OubOamorpadguyeckoi
KYyJbTYpPbl € TIpUMEHeHHeM HH(POPMANHOHHO-KOMMYHHMKAIMOHHBIX TEXHOJIOTMI C Yy4eToM
OCHOBHBIX TpeOoBaHuii uHGopManuonHoii 6e3onacHocTn). Tema 1. O630p sranonnort momenu OSI.
YpoBHU ((pu3ndecKuii, KaHATBHBIN, CETEBON, TPAHCTIOPTHBIN, CEAHCOBBIN, MPECTABICHUS, MPUKIIATHON)
u ux ¢yskoun, 6moku manHeix (PDU), mpotokonbl, uaTepdeiicel. Tema 2. Mepapxus MpoTOKOJIOB B
pa3nuuHbIX crekax. CraHmapTHbIE CTEKM KOMMYHHUKaMoHHBIX mpotokonoB (OSI, TCP/IP, IPX/SPX
Novell, NetBIOS/SMB)..

3. ®usuuveckuii ypoBeHb. (KomMmyramusi anmapatHoro o0ecnme4yeHUsi MW HHCTALISAIUSA
NPOrpaMMHOI0 odecrne4eHHusi, B TOM 4YHCJIe U KOHPHUrypauus, B cocTaBe MH(GOPMALHMOHHBIX H
aBTOMaTH3UpOBaHHbIX cucreM). Tema 1. Cpeama mnepenaun. KOMIOHEHTBI CETH: KOHEUHOE
obopynoBanue (KOMIbIOTEP, HOYTOYK, cepBep, ceTeBoi npuHTep, [IP-kamepa, VolP tenedon, modbmibHOe
ycrpoiictBo — PDA), mpomexyrounoe obopymoBanue (hub, switch, GecnpoBomHas To4ka IoCTyIa,
MapuipyTusarop, firewall, mo3, MmogeM), cpena nepeaadn TaHHbIX (Melb, ONTHKA, BO3IYX). TE€XHOIOTUH
FrameRelay, ATM, SDH. CoBpemeHHbIe TEHACHIUH pa3BUTHs ceTeil TenekommyHuKauu. NGN - cetu
clenyrollero nokoieHus. Tema 2. AkTUBHOe ceTeBoe obopyaoBanue. Kiaccudukanus o60pyaoBaHUs
CETH (aKTUBHOE, TACCUBHOE)..

4. KananbHbli ypoBeHb. (KoMMyTanusi annapaTHoro o6ecnedyeHusi ¥ HHCTAVISALMS NPOrPAMMHOI0



o0ecrieyeHusi, B TOM 4HCIe M KOH(purypanus, B cocTaBe HHPOPMALMOHHBIX H
aBTOMAaTHU3UPOBaHHBIX cucteM). Tema 1. I'pynma crangaptoB IEEE 802. PasznoBumnocTu u dhopmartsl
¢peiimoB  Ethernet (Ethernet-1I, IEEE 802.3 — Novell, IEEE 802.2 LLC/SNAP, ¢peiim Wireless).
Ha3znauenne momeri ¢peiima Ethernet-II. Pa3nenenue kanamoB (MyJbTHIUIEKCUPOBaHHE). Bus
MYJbTHILICKCUpOBaHUs (C pasfeneHueM o yactotre — FDM, ¢ pasnenenuem mo Bpemenu — TDM, ¢
pasnenenueM 1o uHE BoJHBI - WDM). Metoast noctyna k cpejae nepefaun ganueix (CSMA, TPMA,
TDMA, FDMA, CDMA). Ilogyposuu kanaisHoro ypoBHs (LLC, MAC). Tewma 2. Texnonorus Ethernet.
Tunst Ethernet (10BASE-2, 10BASE-5, 10BASE-T, 100BASE-T, 100BASE-TX, 100BASE-FX,
1000BASE-T, 1000BASE-TX, 1000BASE-SX, 1000BASE-LX, 10GBASE-T, 10GBASE-CX4,
10GBASE-LX4). Tema 3. Ceru c¢ MapkepHbIM jgocTynoM. Ilonsatue wunkamncynsuuu. I[TpoToxosl
BBIIIECTOSIIETO YpOBHs HHKancynupytoume B Ethernet-peiim. Anpecanus Ha KaHaJIbHOM YpOBHE
(MAC-anpec, Ethernet — Unicast, Multicast u Broadcast). Tema 4. Texnonorus 100VG-AnyLAN. Tema
5. TexHomoruu pgocTyna ¢ BUPTyaJbHbIMH KaHanamu. Kiaccudukamus xommytaropos (L2/L3,
ynpasisieMble/Heynpasisemble). Ilpunuun pabotel  kommyTtatopa L2 (switch), oTnuume ot
koHueHtparopa (hub). IIporokon ARP. Bupryanbhble nokanbHble BbluuciuTenbHble ceTd — VLAN.
Tema 6. TexHomormm peruoHaNbHBIX cereil. Tema 7. TexHomorumu OeCPOBOAHOTO OCTYIIA.
becnposogubie cetu (Wi-Fi, WiMAX, LTE, Bluetooth, ZigBee, cmyTHuUKOBBIE KaHaNbl, COTOBBIC
cucteMsl cBsi3M - 1G, 2G, 3G — AMPS, CDMA, GSM, UMPS)..

5. CereBoii ypoBenb. IIporokoanl cereBoro ypoBHsi.. Tema 1. IIpotokon IPv4. dopmarsl makeToB
[Pv4, HaznaueHue nosel nakeroB. Anpecanusi Ha cereBoM ypoBHe (IP-agpec, agpec cetu, macka cetu,
broadcast, moacern). KnaccoBele um 0e3 kiaccoBble ceTH, neneHue Ha mnoxacetd, VLSM. CereBas
apudmeruka. Tema 2. IIpotokon [Pv6. @opmatel nakeroB IPv6, HazHaueHue nozeit nmakeroB. Tema 3.
Hpyrue nportokoisl MexcereBoro ypoBHsi cteka TCP/IP. IIporokon ICMP, IPX. dopmaTsl nakeToB
ICMP, na3znauyeHnue nosieit makeToB. [IpoTOKOIIBI BBILIECTOSILErO YPOBHS MHKANCylIupytomue B [P-maker.
Tema 4. MapmpyTtuzauus. Tunsl TMHUN KOMMyHHKanui — cxemsl MapuipyTtuszanuu (Unicast, Broadcast,
Multicast). AnropuT™MBl MapHIpyTH3alluk (CTaTHUecKas, AWHAMHUYecKas). Buapl MapuipyTuzanuu
(mporpammHasi, ammapartHas). Tabiauma MapIpyTH3alMM M Ha3HaueHue e€ MoJsied, MapuipyT o
yMOJT4aHu0. MapuipyTtuzaTop npuHiun ero padotsl. IIpotokonsr mapupytuzanuu (RIP, OSPF, BGP,
IGRP). Tema 5. Kommyranus maketoB mo metkam (MPLS) KoprnoparuBubie cetu.!|Opranuzamus
KOpIopaTUBHbIX ceTel. CTpyKTypa U MH(POPMALIMOHHBIE YCIIYTH TEPPUTOPUATIBHBIX CETEH..

6. Tpancnoptubiii ypoBeHb wmoaeau ISO/OSIL.. Tema 1. OcHoBHas KOHIIEHIUS IMPOTOKOJIOB
TpaHcnopTHOro ypoBHs. CermentupoBanue. @opmarel cermeHToB. Tema 2. IIporokon UDP. ®opmaTtsl
cermenToB UDP. Tema 3. I[Iporokonsr TCP. ®opmatel cermentoB TCP. [lpuniun paboTsl mpoToKoJia
TCP: ycTtaHoBKa coeZIMHEHUs], IIepejaya JaHHbIX, 3aBepIleHe coeqUHeHus. PerynupoBanue Tpapuka.
Tema 4. IIporoxon SCTP. Tema 5. IIporokon DCCP. IIpoTOKOBI BBIIIECTOSIIETO YPOBHS
unkancymupyomue B TCP u UDP-cermenTsl. Anpecanuss Ha TPAaHCIOPTHOM YPOBHE — IOPTBI M X
HazHauenue (0 — 1023, 1024 — 49151, 49152 - 65535). Ilonstue socket..

7. CeccuOHHBIM, NpeacTABJIeHUs], NPUKJIaAHOH ypoBHU moaean ISO/OSI.. Tema 1. Ilporpammuoe
o0ecrieyeHne MPUKIIAJIHOTO YPOBHS (TPUIIOKEHUs, cepBHChI). Mojens «kimeHT-cepBep». Point-to-Point
cetu u npunoxkenus. Tema 2. IIporokonbr npuknamgaoro ypoBas: Web - HTTP (80) u HTTPS (443),
[IpoTokomns! paitnoBoro oomena — FTP (20, 21) u SMB (445), snexkrponHoit moutrst — SMTP (25), POP
(110) u IMAP (143), nucranuuonnoro ympasienus — Telnet (23), RDP (3389) u SSH (22), cucrema
noMeHHbIX UMEH — DNS (53), npoTokon auHamudeckoit konpuryparuu y3zina DHCP (67, 68), mpoToko:st
ynpasieruss — SNMP (161, 162). Tema 3. ®opmar ganasix HTTP, FTP, SMTP, POPv3, DNS, DHCP u
MIPUHLIMII UX PAaOOTHL..

8. OoOecneuenne wuHpopmaumonHoii Oe3omacHoctu cereil (KiroueBble acmekThl - 3aJa4u
NnpodecCHOHAIbHOI  1eATEJILHOCTH HAa OCHOBe HHGOPMAUMOHHOW u Oudauorpapuyeckoi
KyJbTYpPbl € IIPUMEHEHHEeM HH(POPMANHOHHO-KOMMYHHKAIMOHHBIX TEXHOJIOTMI C Yy4eTrom
OCHOBHBIX TpeOoBaHuii uHpopManuonHoii 0e3omacHoctu).. Tema 1. OOmue cBeneHuss o6
nHpopmanmonHo Oe3zonmacHOCTH. OCHOBBI ceTeBoi Oe3omacHocTH. Tema 2. MeXceTeBble JKpaHbI
(firewalls nms Windows, iptables/ipfw ans Linux/Unix). AHTUBHpYCHOE TPOTrpaMMHOE oOecrieueHue s
Windows u Linux. Opranuzammsi goctyna B ceTh VHTEpHET s JOManiHUX KOMITBIOTEPOB U B
opranm3anusax. Texnomorus NAT. Proxy-cepsepa. Tema 3. Cnucku poctyna. PabGoune rpynnsl u
nomensl. Kontpomnepst nomeno, LDAP (Windows Active Directory, Novell eDirectory, 389 Directory



Server).M3y4yenne noKyMeHTaLUH. .
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